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1
Decision/action requested

Approve the pCR to TR 33.858 [1] below. 
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2".
[2]
3GPP TR 23.700-08: "Study on enhanced support of Non-Public Networks; Phase 2".
[3]
3GPP TS 22.261: "Service requirements for the 5G system".
3
Rationale

The evaluation of Key Issue #4 "Enabling UE to discover, select and access NPN as hosting network and receive localized services" in TR 23.700-08 [2] contains the NOTE "Credential provisioning mechanisms need to be evaluated by SA WG3." By addressing this NOTE, SA3 will also address the following requirement in clause 6.41.2.4 of TS 22.261 [3]: "The 5G system shall enable a UE to use credentials provided by the hosting network with or without coordination with the home network of the UE, to make use of localized services via the hosting network with a certain time (including starting time and the duration) and location validity." 
4
Detailed proposal

*** BEGIN CHANGES ***

5.X
Key issue #X: Credentials provisioning mechanisms for access to the hosting network
5.X.1
Key issue details 

The evaluation of Key Issue #4 "Enabling UE to discover, select and access NPN as hosting network and receive localized services" in TR 23.700-08 [2] contains the NOTE "Credential provisioning mechanisms need to be evaluated by SA WG3." By addressing this NOTE, this study will also address the following requirement in clause 6.41.2.4 of TS 22.261 [3]: "The 5G system shall enable a UE to use credentials provided by the hosting network with or without coordination with the home network of the UE, to make use of localized services via the hosting network with a certain time (including starting time and the duration) and location validity." 
Since the study in TR 23.700-08 [2] focuses on the access to the hosting network for providing localized service, not on access to the localized services itself, this key issue studies credentials provisioning for access to the hosting network.

5.X.2
Threats

If remote provisioning is not authenticated or not authorized, or the communication is not secured, then unauthorized entities can obtain or tamper with the credentials, or provision wrong credentials in the UE. 

5.X.3
Potential security requirements 

Credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning.
5.X.4
Architectural requirement

The 5GS shall support provisioning of the UE with credentials for access to the hosting network.
NOTE:
Existing security mechanisms are expected to be re-used if possible.
*** END CHANGES ***

