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1
Decision/action requested

This contribution discusses service requirements related to the security for providing localized services. 
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Rationale

3.1 
Introduction

The objective of the FS_eNPN_Ph2_SEC study is, according to the approved SID [1], "to study the security aspects for any potential enhancements to be developed by SA2 based on the outcome of their study". SA2's study as captured in TR 23.700-08 [2] includes work on enabling localized services, based on SA1's requirements in TS 22.261 [3]. This means that, according to the objectives of FS_eNPN_Ph2_SEC, SA3 does not address the requirements in TS 22.261 related to localized services directly, but only via the SA2 study in TR 23.700-08.

However, it has been discussed whether SA3 also needs to address requirements in TS 22.261 related to the security for providing localized services directly. This contribution is part of this discussion.
3.2
Analysis of the service requirements
3.3.1
General

In the following sub-clauses, selected requirements in TS 22.261 related to the security for providing localized services are analyzed one by one.
3.3.2
Secure temporary access to hosting network

"The 5G system shall support secure mechanisms to allow a home network to coordinate with a hosting network for a subscriber to temporarily access the hosting network (e.g., based on temporary credentials) at a given time (start time and duration) and location." (clause 6.41.2.2 of TS 22.261 [3])
SA3 needs to clarify what is meant by "secure mechanisms" for the temporary access to a hosting network. It seems reasonable that "secure mechanisms" mean the usual 5G security mechanisms, i.e. UE-network mutual authentication, transport protection of communication between UE and network, as well as subscriber privacy. The question is which of these aspects require a study in SA3 and which can be simply inherited from usual 5G security. Authentication aspects are addressed in in S3-222773 [4]. Transport protection and subscriber privacy are addressed in S3-222775 [5] and S3-222776 [6].
Other aspects in this requirement are "temporary credentials" and a restriction in time and location. This contribution suggests that these aspects belong to the solution space. 
3.3.3
Credentials provided by the hosting network

"The 5G system shall enable a UE to use credentials provided by the hosting network with or without coordination with the home network of the UE, to make use of localized services via the hosting network with a certain time (including starting time and the duration) and location validity." (clause 6.41.2.4 of TS 22.261 [3])
The evaluation of Key Issue #4 "Enabling UE to discover, select and access NPN as hosting network and receive localized services" in TR 23.700-08 [2] contains the NOTE "Credential provisioning mechanisms need to be evaluated by SA WG3." By addressing this NOTE, SA3 will also address the quoted requirement in TS 22.261 [3]. It is proposed to be addressed in S3-222774 [7].
3.3.4
Authentication of user accessing a hosting network 
"The 5G system shall provide support to enable secure means to authenticate and authorize a user of a UE accessing a hosting network, including cases in which a UE has no subscription to the hosting network and still needs to get authorized to use localized services via the hosting network.

NOTE:
It can be assumed that a network provider deploying a hosting network has access to respective identification information about the user, e.g., through a separate registration process outside the scope of 3GPP."

(clause 6.41.2.4 of TS 22.261 [3])

SA3 usually assumes that user authentication is done on the application layer on top of 3GPP procedures. Therefore, it is proposed to not address this requirement in the FS_eNPN_Ph2_SEC study. 

3.3.5
Authentication of UE accessing a hosting network 

"The 5G system shall be able to authenticate and authorize the UE of a user authenticated to a hosting network to access the hosting network and its localized services on request of a service provider." (clause 6.41.2.4 of TS 22.261 [3])
This requirement is directly related to the work in TR 23.700-08 [2]. It is proposed to be addressed in S3-222773 [4]. 
4
Detailed proposal

This contribution discusses and analyses service requirements on the security of providing localized services. See the companion contributions S3-222773 [4], S3-222775 [5], S3-222776 [6] and S3-222774 [7] for more detailed proposals. 
