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1	Decision/action requested
This pCR adds a new solution  to TR 33.738. It is requested to approve the pCR for TR 33.738
2	References
3	Rationale
This solution proposes adding a new network function called CADF or a logical function to the NWDAF to identify and mitigate DDoS attacks at scale. The idea to monitor  analytics(AnLF) is divided into a set of analytics domains. Each of these analytics has an associated set of in a set of Key Performance Indicators (KPI) rules that have been defined to identify potentially coordinated attacks((SLA_Delta) > 10% && Latency. {NF1, NF2} > 100 ms). 

4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to  TR 33.738

*****Start of Changes*****
[bookmark: _Toc107933467][bookmark: _Toc107933444][bookmark: _Toc95076612][bookmark: _Toc105088937]6.Y	Solution #Y: CyberAttack Detection 
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc107933468]6.Y.1	Introduction
This solution proposes adding a new network function called CADF or a logical function to the NWDAF to identify and mitigate DDoS attacks at scale. The idea to monitor  analytics(AnLF) is divided into a set of analytics domains. Each of these analytics has an associated set of in a set of Key Performance Indicators (KPI) rules that have been defined to identify potentially coordinated attacks((SLA_Delta) > 10% && Latency. {NF1, NF2} > 100 ms). 
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc107933469]6.Y.2		Solution details
The figure below shows the different elements that are included in the proposed architecture:



Figure 6.Y.2-1 CyberAttack Detection Architecture

Assumptions:
Solution proposed can be seen as an extension of #6. Cyber Attack Detection Function (CADF) SLA Database: This logical function of CADF keeps track of a per-analytics domain history of anomalous pattern occurrences and indicator signatures and correlating indicators (specified on a per-analytics domain basis) for each NF. For example, response time SLAs, response-time thresholds for logging, and an initial set of indicators like time of day, traffic congestion, etc. The indicators themselves are refined by learning Algorithms over time, on a per-analytics domain basis. 
Steps:
1.	The OAM sends a request/subscription to the CDAF for NF Cyber Attack Detection either the Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe service operation.
2.	If the request is authorized and provides the requested analytics, the CDAF may subscribe to AnLF services to retrieve Analytics output for all targeted Cyber Attack Domains as described above in assumptions., following the procedure specified in clause 6.2.3.2 in TS 23.288 [1].
3. AnLF notifies operational state data of all the analytics output to CADF.
4a. CADF has a set of rules related to one or more NF nodes (a set of NFs can be referenced as an analytics domain). A rule, for instance, may define that when SLA misses crossing a pre-defined threshold, an anomaly event is detected, and a “signature” for the event is extracted and recorded in the Cyber Attack Detection Function (CADF) SLA Database for that NF.
4b. Once a rule is triggered, the signature for that event is compared to the history in the CADF SLA database to see how different it is in terms of characteristics and (e.g.and/or machine learning algorithms) predict if the signature is a DDoS attack, with a given probability/certainty. CDAF flags a DDoS attack, and the source identifier logs a set of analytics and Nfs(e.g., IP Address) contributing to the DDoS event.
5.	The CDAF provides requested Cyber Attack Detection using either the Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Subscribe response, depending on the service used in step 1.

6.Y.3		Evaluation

	*****End of Changes*****
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