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Decision/action requested

Approve the pCR below
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References
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Rationale

A proposal for discovery key management and U2U relay authorization.
4
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: Distributed discovery key management and U2U relay authorization
6.Y.1
Introduction

This solution addresses Key Issue #1: Security for UE-to-UE Relay discovery and Key issue #3: Authorization in the UE-to-UE Relay Scenario. For Key Issue #1, this solution specifically addresses the security requirement: The 5G System shall provide a means to securely provision the security materials for UE-to-UE Relay discovery.
This solution assumes that the discovery security materials used between Remote UEs and between Remote UEs and Relay UEs are different. Therefore, U2U relay authorization can be executed during the U2U relay discovery key provision process. Otherwise this solution does not address the Key Issue #3.
This solution needs to extend the existing specification as follows:

-
Permit multiple roles in the restricted discovery request. (Currently, there is only one role (Announce, Monitor, Query or Response) in the restricted discovery request.)

-
Permit to return more than two sets security materials in the restricted discovery response. (Currently, the restricted discovery response can return code-sending-security-parameter, code-receiving-security-parameter or both.
This solution assumes that multiple key management functions are used to generate and provision discovery security materials for U2U relay discovery.
6.Y.2
Solution details
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 Figure 6.Y.2-1: Distributed discovery key management and U2U relay authorization procedure
0.
The 5G ProSe UE is provisioned by the PCF with Restricted ProSe Application User ID (RPAUID), Relay Service Code (RSC), UE's roles in RSC-specified relay service, etc. The roles in U2U relay discovery procedure can be classified as Announcing UE, Monitoring UE, Discoverer UE, Discoveree UE and Relay UE, or Remote UE and Relay UE, or some other roles defined by SA2. The address of the 5G U2U Relay PKMF in its HPLMN can be provisioned by the PCF to the UE, or by the 5G DDNMF according to the request of the UE.
1.
The 5G ProSe UE establishes a secure connection with the 5G U2U Relay PKMF in its HPLMN and sends a U2U Relay Discovery Request to the 5G U2U Relay PKMF. The request includes RPAUID, RSC, Security capability, and UE's roles in RSC-specified relay service. Security for the interface between the 5G ProSe UE and the 5G U2U Relay PKMF relies on Ua security if GBA specified in TS 33.220 [i1] is used (see clause 5.2.3.4) or Ua* security if AKMA specified in TS 33.535 [i2] is used (see clause 5.2.5.4).
2.
The 5G U2U Relay PKMF in the HPLMN may need to send an Authorization Check Request to the ProSe App Server or UDM to check whether the UE is allowed to play its declared roles. The request includes RPAUID, RSC and the role list.
3.
The ProSe App Server or UDM checks whether the UE is allowed to play the roles it claims, and returns the allowed roles through Authorization Check Request
4.
If the security materials for the roles are not available locally, the 5G U2U Relay PKMF in the HPLMN may need to send an U2U Relay Discovery Security Material Request to another 5G U2U Relay PKMF in a VPLMN to obtain the security materials. The request includes RPAUID, RSC and role list.

5-6.
The 5G U2U Relay PKMF in the VPLMN may need to send an Authorization Check Request to the ProSe App Server to check whether the UE is allowed to play its declared roles.
7.
The 5G U2U Relay PKMF in the VPLMN gets the discovery security materials for the allowed roles in the RSC-specific U2U relay service, and returns them through U2U Relay Discovery Security Material Response. The 5G U2U Relay PKMF may include relay discovery security policies specifying how the provided security material is used in the U2U relay discovery procedure in the response. For example, a security policy can specify whether end-to-end protection needs to be enabled in relay discovery messages.
8.
The 5G U2U Relay PKMF in the HPLMN returns the discovery security materials obtained from the local and other PLMNs to the UE through U2U Relay Discovery Response. If there are Relay Discovery Security Policies for the RSC-specific U2U relay service, the 5G U2U Relay PKMF includes these policies in the response.
6.Y.3
Evaluation

This solution meets the security requirement of Key Issue #1: The 5G System shall provide a means to securely provision the security materials for UE-to-UE Relay discovery.
This solution meets the security requirements of Key Issue #3 through assigning different discovery security materials to 5G ProSe UEs according to the roles that UE can play.
*** NEXT CHANGE ***
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