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1
Decision/action requested

This pCR updates TR 33.894 Clause 5 ‘Evaluation of the current security mechanisms’.
2
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3
Rationale

This pCR provides evaluation of the current security mechanisms by considering the tenets of Zero Trust described by the NIST [2]. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.Y
Tenet #5: The enterprise monitors and measures the integrity and security posture of all owned and associated assets
5.Y.1
Description
According to tenet in [2], ‘No asset is inherently trusted. The enterprise evaluates the security posture of the asset when evaluating a resource request. An enterprise implementing a ZTA should establish a continuous diagnostics and mitigation (CDM) or similar system to monitor the state of devices and applications and should apply patches/fixes as needed. Assets that are discovered to be subverted, have known vulnerabilities, and/or are not managed by the enterprise may be treated differently (including denial of all connections to enterprise resources) than devices owned by or associated with the enterprise that are deemed to be in their most secure state. This may also apply to associated devices (e.g., personally owned devices) that may be allowed to access some resources but not others. This, too, requires a robust monitoring and reporting system in place to provide actionable data about the current state of enterprise resources.’.
The relevant principle for the 5GS core network is that it requires to evaluate the security posture of the network functions, when evaluating a network service request. Further, the 5GS if implements Zero trust principles, it needs to provide support for a continuous diagnostics and mitigation (CDM) or similar system/mechanisms to monitor the state of network functions and application functions and should apply patches/fixes as needed, where the patches and fixes can be upto operator’s implementation. Therefore, a robust monitoring and reporting system need to be supported by the 5GS to provide actionable data about the current state of network function(s) and application function(s) based on operator policies.
5.Y.2
Relevant security mechanisms
The current security mechanisms do not evaluate the security posture of the network functions/application functions related to evaluating a network service request. Further current security mechanisms do not support any robust monitoring and reporting mechanism to provide actionable data related to the state of network function(s) or application function(s). 
5.Y.3
Evaluation
The 5GS need to evaluate the security posture of the network functions/application functions and consider the results to evaluate a network service request. Further 5GS need to support security mechanisms for robust monitoring and reporting to provide actionable data related to the state of network function(s) and application function(s). 
*****End of Change 1*****
