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1
Decision/action requested

This pCR updates TR 33.894 Clause 5 ‘Evaluation of the current security mechanisms’.
2
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3
Rationale

This pCR provides evaluation of the current security mechanisms by considering the tenets of Zero Trust described by the NIST [2]. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5
Evaluation of the current security mechanisms

Editor's Note: This clause contains an evaluation of the current security mechanisms with respect to the zero trust security tenets described in [2].

5.Y
Tenet #1: All data sources and computing services are considered resources
5.Y.1
Description

According to the tenet 1 in [2], ‘A network may be composed of multiple classes of devices. A network may also have small footprint devices that send data to aggregators/storage, software as a service (SaaS), systems sending instructions to actuators, and other functions. Also, an enterprise may decide to classify personally owned devices as resources if they can access enterprise-owned resources.’.
The relevant principle for 5GS core network is that the core network is composed of diverse set of network functions and application functions, where each network function and application function consume service(s) from other network function(s) and provides service(s) to certain other network function(s). An operator may decide to classify network functions/application functions owned by external 3rd part service provider(s) or operators as if they can access operator owned resources such as different services offered by various network functions.
5.Y.2
Relevant security mechanisms

In an operator core network, there exists classification among network functions based on whether a network function belong to the home network or visited network and the related service request across different PLMNs are handled via Security Edge Protection Proxy (SEPP) (which enforces inter PLMN security on N32 interface as described in TS 33.501 Clause 4.2.1, 13.2 and 13.3.4). Further there also exists classification among application functions based on whether an application function belongs to an operator or an external 3rd party (e.g., a service provider) and the NEF takes care of access control related to external application functions accrording to TS 33.501 Clause 5.9.2.3. and clause 12.
5.Y.3
Evaluation
The current security mechanism can classify and handle access to service(s) from the network functions and the application functions based on if that function belongs to the home operator or not (i.e., a different operator or external entity such as 3rd party).
*****End of Change 1*****
