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1
Decision/action requested

It is requested to approve the new KI on AF authorization for AIML operation.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"
[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"
3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G
Objective #2 in SID S3-221188 [1] is defined as

The authentication and authorization involving data collection and sharing among UE, AF and the network to take part in application layer AI/ML operation, i.e., UE and network privacy protections to support application AI/ML services over 5G system.

As a part of the AIML study, the following kinds of AIML operations are defined:

-
AI/ML operation splitting between AI/ML endpoints

-
AI/ML model/data distribution and sharing over 5G system

-
Distributed/Federated Learning over 5G system

4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: AF authorization for AIML operations
6.X.1
Key issue details
The AF receives some assistance data (e.g., UE list in a specific area, etc.) from 5GC and starts the AIML operations. As a part of the AIML operations, models are transferred frequently between AFs and UEs for a longer duration of time. UE resources and network resources are consumed and wasted during the process. Therefore, it is very crucial that only the authorised AF can start the FL operations.

Secondly, if a UE is already running N number of models from M number of AFs (FL use case), and UE resources are already exhausted, then even authorised AFs are restricted from starting a new FL operation (i.e., pushing models to the UE).
6.X.2
Security threats
An unauthorised AF may be able to initiate FL operations with UE(s) and exploit UE and network resources.

If UE resources are not available and authorised AF starts the AIML operations, then FL cannot be executed correctly, and the trained model may not perform accurate.
6.X.3
Potential requirements
5GC should be able to authorise the AF to initiate FL operations towards UEs.
**** END OF CHANGE ****
