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1	Decision/action requested
It is requested to approve the pCR. 
2	References
[1]	3GPP TR 33.875. Study on Security aspects for 5G Service Based Architecture (SBA)
3	Rationale
This pCR addresses the ENs. Since the ENs are about whether the security threats and requirements are addressed, they are addressed by a security analysis in the evaluation section. 

4	Detailed proposal
**** START OF CHANGE ****

[bookmark: _Toc107949237][bookmark: _Toc112794827][bookmark: _Toc112795612]6.13	Solution #13: Authentication of NF Service Producer in Indirect Communication
[bookmark: _Toc107949238][bookmark: _Toc112794828][bookmark: _Toc112795613]6.13.1	Introduction 
This solution addresses KI#1. 
This solution proposes a simple authentication procedure which allows an NF service consumer or any other entity (e.g., an delegated SCP) to authenticate an NF service producer before sending an actual service request. This ensures that an actual service request with request parameters, some of which may be sensitive (e.g., SUPI), is only sent to an NF service producer that has already been authenticated. 
[bookmark: _Toc107949239]This property is consistent with the behaviour of HTTPS/TLS in which a client certificate with client information is sent to the server only after the authentication of a server certificate, and an HTTPS request is sent to the server only after the authentication of the server in TLS. 
This simple authentication procedure can be executed by an NF service consumer or by an SCP which has been delegated by an NF service consumer to perform service discovery and re-selection on its behalf. 
[bookmark: _Toc112794829][bookmark: _Toc112795614]6.13.2	Solution details
A Client (e.g., an NF Service Consumer) first performs the service discovery to obtain information about an NF Service Producer (e.g., NF Service Producer Instance ID). Before the Client sends a service request to the NF Service Producer, it performs the following procedure to obtain a Server Credentials Assertion (SCA) from the producer. Similar to CCA, which allows to verify the identity of a consumer, SCA allows to verify the identity of the producer. 
This procedure can be performed by an NF Service Consumer to verify the identity of an NRF or an NF Service Producer. For example, it can be performed to verify the identity of an NRF before an NF Service Consumer sends an access token request to an NRF. 
In delegated discovery, this procedure can be performed by an NF Service Consumer before sending an actual service request. This procedure will trigger the SCP to perform the first service discovery and eventually return the SCA to the NF Service Consumer. Alternatively, if a delegated SCP is trusted by an NF Service Consumer to verify the identity of an NF Service Producer, an SCP will perform this procedure on the behalf of NF Service Consumer to verify the identity of an NF Service Producer before it forwards a service request from an NF Service Consumer to the NF Service Producer.
Editor’s Note: It is for further study whether the threats and security requirements are addressed if the SCP performs the procedure on behalf of the NF Service Consumer. 
When a re-selection of an NF Service Producer is performed, this procedure can be re-performed against the newly selected NF Service Producer. 
Editor’s Note: It is for further study whether re-performing the procedure after reselection addresses the key issue threats and requirements. 

[image: ]
Figure 6.Y.2-1 Authentication Procedure for NF Service Producer in Indirect Communication
1. A client (e.g., an NF service consumer or an SCP) sends an HTTP request to a server (e.g., an NRF or an NF serviced producer) to obtain its Server Credentials Assertion (SCA). This HTTP request can be a simple HTTP Get request to a well-known resource (e.g., /SCA) or a service request (e.g., NFp_SCA_Get_Request) without any requesting parameter. This ensures that no client information is exposed to the server in such request. 
2.	The SCP forwards the request (NFp_SCA_Get_Request, or HTTP Get) to from the Client to the Server. 
3.  The Server (e.g. an NRF or an NF service producer) receives the request and generates Server Credential Assertion (SCA). The SCA has the same format as CCA and includes the identity of the server (e.g., NF service producer instance ID) and associated proof, which allows the verification of the server identity.   
4.	The Server sends the SCA in the response (e.g., NFp_SCA_Get_Response or HTTP response) back to the SCP.  The response may include an indicator to request for the CCA from the Client. 
5.  The SCP forwards the response including the SCA back to the Client. 
6.  The Client verifies the SCA cryptographically and then verifies the server identity (e.g., NF service producer Instanace ID) in the SCA against the corresponding identity of server where a service request is to be sent. 
[bookmark: _Toc107949240][bookmark: _Toc112794830][bookmark: _Toc112795615]6.13.3	Evaluation
TBDThree scenarios are considered. 
First, an NF service consumer communicates with an NF service producer via an SCP without delegation. 
Second, an NF service consumer communicates with an NF service producer via a delegated SCP.
Third, an NF service consumer or an SCP performs reselection of an NF producer. If the SCP performing reselection is not delegated by an NF service consumer, the SCP can return an error message to the NF service consumer to have it reperform the authentication procedure of the newly selected NF service producer. 
In all three scenarios, the NF service consumer or the SCP that performs this authentication procedure is able to authenticate the NF service producer based on the received SCA and thus meet the security requirement of KI#1. 
However, a misbehaving SCP can still forward a service request to unintended NF. To mitigate this threat, additional protection as described in solution #16, such as encryption and integrity protection of sensitive information elements in a service request, is required so that protected information elements cannot be disclosed or tampered with by the unintended NF. 

**** END OF CHANGE ****
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