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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
References

3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #3: Access to individual enterprise resources is granted on a per-session basis 

5.Y.1
Description 

“Trust in the requester is evaluated before the access is granted. Access should also be granted with the least privileges needed to complete the task. This could mean only “sometime recently” for this particular transaction and may not occur directly before initiating a session or performing a transaction with a resource. However, authentication and authorization to one resource will not automatically grant access to a different resource.” [2]
In the 5GC the requester (Client/Consumer NF) is authenticated, granted access and is limited to only the services (the Server/Producer NFs) required to complete its task.
5.Y.2
Relevant security mechanisms 

OAuth 2.0 can control access and limit a requestor (Client/Consumer NF) to only the services on the resource (Server/Producer NF) it needs to complete its task.
A requestor is authenticated when it receives a token from the authorization server. 
  
5.Y.3
Evaluation 

OAuth is only available on the SBI (OAuth only works over HTTPS). All communication paths within the 5GC not utilizing HTTPs and OAuth cannot limit the requestor to a least privileged state and do not meet Tenet 3.
Although the RAN is outside the scope of TR 33.894, it is worth noting that communications between the RAN and 5GC would fail to meet Tenet 3.
***
END OF 1st CHANGE   ***

