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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
References

3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #1: All data sources and computing services are considered resources 

5.Y.1
Description
“A network may be composed of multiple classes of devices. A network may also have small footprint devices that send data to aggregators/storage, software as a service (SaaS), systems sending instructions to actuators, and other functions. Also, an enterprise may decide to classify personally owned devices as resources if they can access enterprise-owned resources.” [2]
Zero trust focuses on protecting resources. Tenet 1 provides a definition for a resource in the ZTA. Within the 5G Core, NFs are defined as resources that need to be protected in the ZTA.
5.Y.2
Relevant security mechanisms 

Tenet 1 does not reference security mechanisms; rather, Tenet 1 forms the basis of ZT defences around resources instead of static, network-based perimeters.
5.Y.3
Evaluation 

Within the scope of the 5GC, recognizing each NF as a resource to be protected would meet Tenet 1. 
 
Since RAN is out of scope of TR 33.894, the trust granted to RAN interactions with the 5GC are not being evaluated using ZT principles. In these instances, the 5GC will be interacting with less trustworthy resources. 
***
END OF 1st CHANGE   ***

