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1
Decision/action requested

This pCR proposes changes to the Key Issues clause by adding a New Key Issue: Protection of Sidelink IDs.
2
References
[1]
3GPP TR 33.893 Study on security aspects of ranging based services and sidelink positioning
3
Rationale

This proposal proposes changes to Key Issues clause by adding a new key issue: Protection of Sidelink IDs.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************

5.X Key Issue #X: Protection of Sidelink ID
5.X.1
Key issue details

This following provides an overview of the ID management in sidelink.


[image: image2.jpg]Application layer ID
is associated with
the application

Source L2 1D
*Split between
MAC and PHY

Tx UE

V2X Application Layer

IP Layer

5G NR Sidelink Upper Layers

MAC Layer

PHY Layer

PCS Link Identifier (PLI)

Rx UE

V2X Application Layer

IP Layer

5G NR Sidelink Upper Layers

MAC Layer

PHY Layer

Over the air transmission (sidelink radio
network temporary identifier [SL-RNTI])




From the top, sidelink has application layer ID which is associated with the application. Sidelink communication utilizes two layer 2 IDs: Source L2 ID and Destination L2 ID, where source L2 ID is self-assigned by UE and destination L2 ID is based on communication cast type. Note that L2 ID is split between MAC and PHY layers. Once a unicast link is established, there is a PC5 Link Identifier to identify the unicast link. The PLI is associated with application layer ID, L2 IDs and QoS flow. The PLI is used in unicast link establishment or release procedures. For over the air transmission, the sidelink radio network temporary identifier is used to identify the over the air link. As of the current 3GPP specifications, only application layer ID and PLI are protected. The L2 IDs also need to be protected to prevent the tracking of sidelink users. It is desirable that the SL-RNTI can also be protected but it is outside the scope of SA3.
5.X.2
Security threats
TBD
5.X.3
Potential security requirements
TBD
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