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1
Decision/action requested

This pCR proposes changes to the Key Issues clause by adding a New Key Issue: Self-Secure Network Slice.
2
References

[1]
3GPP TR 33.886 Study on enhanced security for Network Slicing Phase 3
3
Rationale

This proposal proposes changes to Key Issues clause by adding a new key issue: Self-Secure Network Slice.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************

4.X Key Issue #X: Self-Securing Network Leveraging Network Slicing

4.X.1
Key issue details

Self-securing network is a key for truly autonomous cyber security for 5G networks. To support self-securing network, it is envisioned that network slicing is equipped with agile and real-time dynamic configuration capabilities by updating slicing attributes, particularly those related to security and resilience with the goal of supporting security requirements of various use cases to meet the security gaps of 5G deployments. Self-securing network also requires having the flexibility to accept and integrate with 3rd party security solutions so it can be supplemented with 5G techniques and over-the-top solutions in the same space as well as can provide an opportunity to add additional security value. The NWDAF can be leveraged to perform real-time monitoring and statistics/events collection to evaluate compliance with security requirements and allow for automation capabilities. However, there are security requirements for how to properly protect the interfaces for configuring the slicing attributes, integrating 3rd party security solutions and leveraging NWDAF.
4.X.2
Security threats
TBD
4.X.3
Potential security requirements
TBD
