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1
Decision/action requested

This contribution proposes to add key issue on secure data transfer between PEGC/PEMC and PIN NF.
2
References

[1]
3GPP TR 33.882 "Study on personal IoT networks security aspects".

[2]
3GPP TR 23.700-88 "Study on architecture enhancements for Personal IoT Network (PIN)".

3
Rationale

This contribution proposes to add a new key issue on secure data transfer between PEGC/PEMC and PIN AF/NF.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key issue #X: Secure data transfer between PEGC/PEMC and PIN NF
5.X.1
Key issue details

This key issue describes the issue with secure communication between UE and the PIN network function. PIN NF is a 5GC NF and represents the functionality providing the capability to manage the PIN in 5GC
The PEGC/PEMC have many interactions with the PIN NF in the 5G ProSe solution currently described in SA2 study TR 23.700-88 [x]. For example, to retrieve provision of configuration information for access control.

If not secured an attacker may manipulate or modify the data being transmitted between PEGC/PEMC and PIN NF, thus adversely affecting the PIN communication.

5.X.2
Security threats
-
An attacker may manipulate the data being transmitted between the  PEGC/PEMC and PIN NF, thus adversely affecting the PIN communication.
-
An attacker may eavesdrop on transmitted data and further utilize it for improper use.
-
An attacker may replay an intercepted data thus affecting an expected state of action at the PEGC/PEMC.

5.X.3
Potential security requirements

The transmission of data between PEGC/PEMC and PIN NF shall be integrity protected. 

The transmission of data between PEGC/PEMC and PIN NF shall be confidentiality protected. 

The transmission of data between PEGC/PEMC and PIN NF shall be protected from replay attacks.
**** END OF CHANGES ****

