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Decision/action requested

This contribution discusses problems with currently proposed solutions to relay user consent for analytics in roaming scenarios and proposes a reply to the LS S2-2207142
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Rationale

3.1 Introduction

SA2 had discussions around Data analytics exchange in roaming scenarios in [2] where about 8 related solutions were proposed.

This work has resulted in SA3 contributions proposing solutions for these roaming scenarios. These proposed solutions address how consent is managed in multiple combinations of whether the Data Consumer is in the HPLMN or the VPLMN when the data was collected for a roaming user.
A common theme was that the proposed solutions assumed the VPLMN can rely on the HPLMN for managing user consent. This assumes both PLMNs comply to the same regulations and follow the same procedures.
3.2
Background
The SID on Security aspects on User Consent for 3GPP Services Phase 2 [3] clearly mentioned the problem of different legal domains in justifying the study item: 
“However, the case that the enforcement entity and UDM belong to different legal domains, i.e. subject to different regulations, has not been considered so far since for both eNA and MEC roaming scenarios were not covered in the Rel-17 work. Nevertheless in Rel-18, the support of roaming is being studied for both eNA and MEC.”

GDPR (Article 26) [4] introduces the concept of joint controllers, however, it stays clear of requirements when the two entities do not belong to the same jurisdiction:
“Where two or more controllers jointly determine the purposes and means of processing, they shall be joint controllers. 2They shall in a transparent manner determine their respective responsibilities for compliance with the obligations under this Regulation, in particular as regards the exercising of the rights of the data subject and their respective duties to provide the information referred to in Articles 13 and 14, by means of an arrangement between them unless, and in so far as, the respective responsibilities of the controllers are determined by Union or Member State law to which the controllers are subject. 3The arrangement may designate a contact point for data subjects.”
Thus, if the HPLMN and VPLMN belong to different jurisdictions, it may not be possible for the VPLMN to rely on the HPLMN for user consent.
Additional GDPR articles 51 and 58 allow public authorities (Supervisory authority) to conduct audits. When operators are audited, they may be required to prove the source of user consent.  It may be impossible to trace the user consent grant when the operators are in different countries/jurisdictions.

3.3
Proposed way forward
Given the background above, 3GPP is still left with the task to define procedures that enable proper eNA user consent during roaming scenarios. 
We gather these fundamental requirements:

· Local regulations shall supersede non-local regulations and any standard procedures/recommendations
· Consent procedures shall avoid dependency between operators

· In particular, vPLMN consent operations should not depend on HPLMN cooperation

· An operator shall be able to independently provide traceability of how they obtained the user consent (audit process)
· Consent should make sense from the user’s point of view;
· For example, a subscriber may be comfortable providing consent to a home operator for a particular service (e.g. location), but may not provide the same consent while roaming, or vice-versa. 
Putting the above requirements together, we propose that:

Proposal 1: User consent should be managed locally at the operator level.  
Indeed, since the local rules apply to the user in its current location, it seems natural that the serving PLMN shall manage the appropriate level of consent.

Proposal 2: When roaming, the vPLMN shall manage the user consent locally. This includes obtaining and enforcing consent.

The actual procedure to collect the consent can be left to the local operator implementation and is outside the scope of 3GPP.

If proposals in this paper are agreed, SA3 can answer LS S2-2207142 received from SA2 accordingly.
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Detailed proposal

SA3 is kindly requested to agree to following proposals:
Proposal 1: User consent should be managed locally at the operator level.  

Proposal 2: When roaming, the vPLMN shall manage the user consent locally. This includes obtaining and enforcing consent.

SA3 is also kindly requested to use information and proposals in this paper to respond to the LS S2-2207142 received from SA2.

