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1
Decision/action requested
This contribution proposes to add a new solution addressing Key Issue #2 and #4.
2
References

[1]
3GPP TR 33.740 V0.2.0 

4
Proposal

It is proposed to approve the following new solution for inclusion in TR 33.740 [1]. Note that all text is new.








***
BEGIN OF CHANGES
***

6.X
Solution #X: Path Switching with Layer-2 UE-to-UE Relay

6.X.1
Introduction

This contribution proposes a solution to address KI #2: Security of UE-to-UE Relay and Key Issue #4: Privacy of information over the UE-to-UE Relay. Most specifically, this contribution provides a solution for path switching between two Layer-2 UE-to-UE Relays (i.e., relay re-selection).
This solution proposes to enable the preparation of the new security keys between the Source UE and Target UE using the existing PC5 unicast link via the first Relay and associated existing security association. The new security keys are then used for the security of a new PC5 unicast link that the UEs establish for path switching via a second relay. 
Details related to the establishment of the new security keys for the new PC5 unicast link using the existing security association from the existing PC5 unicast link are specified in the following section. 
6.X.2
Solution details

Figure 6.X.2-1 illustrates the high-level procedure of the proposed solution.
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Figure 6.X.2-1: Layer-2 based UE-to-UE Relay Path Switching 

1. A PC5 unicast link is established between Source UE and Target UE via Relay_1. Traffic is exchanged between the Source UE and the Target UE over the PC5 unicast link, via Relay_1.

2. Source UE triggers path switching, i.e. change of UE-to-UE Relay. The Source UE has obtained a list of candidate UE-to-UE Relay IDs (i.e. RIDs).

3. Source UE sends a Link Modification Request message to Target UE (via Relay_1) including a list of candidate RIDs and a source UE link ID, which is used on the Source UE to associate the existing PC5 unicast link via Relay_1 to the new PC5 unicast link with the selected Relay (e.g. Relay_2).  Security parameters (i.e., nonce_1, MSB of KNRP-sess  ID) to enable the establishment of new KNRP-sess and its ID and security keys are included as well. 
The Source UE link ID is a locally generated random number by the Source UE. To avoid replay and linkability/trackability attacks across path switching procedures, a new Source UE link ID is generated and used each time a new path switch is initiated, i.e., each time a Link Modification message for path switching is sent.     
4. Target UE selects a Relay from the received list of candidate RIDs (e.g. Relay_2). Target UE uses the security parameters received from Source UE in the Link Modification Request message and its own security parameters to generate a new KNRP-sess (from current KNRP) and KNRP-sess ID and new security keys for the link to be established via the selected Relay. The new keys are stored to be later located when a DCR message for new link establishment is received (at step 8).
5. Target UE sends a Link Modification Accept message to Source UE (via Relay_1) including its selected RID and a Target UE link ID, which is used on the Target UE to associate the existing PC5 unicast link via Relay_1 to the new PC5 unicast link with the selected Relay (i.e. Relay_2). Target UE’s security parameters (i.e., nonce_2, LSB of KNRP-sess  ID) used to establish a new KNRP-sess and KNRP-sess ID and new security keys for the link to be established via the selected Relay are also included. The Target UE link ID is generated as described for the Source UE link ID in step 3.
6. Source UE uses the security parameters received from the Target UE on the Link Modification Accept message and its own security parameters to generate a new KNRP-sess (from current KNRP)  and KNRP-sess ID and new security keys for the link to be established via the selected Relay. Source UE protects for integrity the Target UE link ID using the new security keys. 
7. Source UE sends a broadcast Direct Communication Request (DCR) message including the selected RID (i.e. Relay_2), Target UE link ID received from Target UE at step 5. Relay_2 receives the DCR message and forwards it to Target UE. 
8. Target UE receives the DCR message and uses the Target UE link ID to locate the new security keys derived in step 4. Target UE uses the new security keys to verify the integrity of the received Target UE link ID parameter. A successful verification by the Target UE validates the new PC5 unicast link establishment request used for path switching. Target UE associates the new security context with the new PC5 unicast link.
9. Target UE sends a Direct Communication Accept message protected using the new security context. Target UE includes the Source UE link ID from Source UE as received at step 3 in the message. Relay_2 receives the DCA message and forwards it to Source UE. 
10. Source UE verifies the security of the DCA message using the new security keys. A successful verification by source UE completes the establishment of the new PC5 unicast link used for path switching. Source UE associates the new security context with the new PC5 unicast link.

11. Source UE and Target UE use the newly established PC5 unicast link via the Relay_2 for path switching. 

6.X.3
Evaluation 

TBD
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