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1
Decision/action requested

It is requested to approve the new solution for user privacy for RAN AI/ML framework
2
References

[1]
3GPP TR 33.877 : “Study on the security aspects of Artificial Intelligence (AI)/Machine Learning (ML) for the NG-RAN”
3
Rationale

In the SA3 meeting #108-e, key issue #1 on User Privacy of the RAN AI/ML framework was approved. This contribution presents a solution to address the threats and security requirements of this key issue.  
4
Detailed proposal

************ START OF CHANGES ************

6.X
Solution #X: User privacy of the RAN AI/ML framework
6.X.1
Introduction 
This solution addresses the key issue #1 on User Privacy of the RAN AI/ML framework. 
6.X.2
Solution details

This solution proposes a scrambling based approach to ensure that privacy sensitive data like UE location information and UE trajectory prediction can be used by RAN AI/ML framework without compromising user privacy.
This approach is to selectively scramble the privacy sensitive data at the source (Option 1), or just before feeding such data to RAN AI/ML framework (Option 2).

· In order to ensure that there is no impact of such scrambling on RAN AI/ML functionality, a unique one-to-one association (or mapping) must be established and maintained by the scrambling agent.
· For example, if actual UE location coordinates are like 41.40338, 2.17403. The scrambled values can be 22.901728, 3.87700. This mapping between the actual and scrambled coordinates must be unique and consistently generated by the scrambling agent. So, if 41.40338, 2.17403 are the UE location coordinates, the scrambled outcome is always 22.901728, 3.87700. If this is not ensured, the AI/ML algorithms using this information will not work as expected.
· Such a unique one-to-one association (or mapping) can be derived by various known techniques or configured by the Operator.
· Operator may also configure the scrambling agents with definitions of privacy sensitive information.
· All such unique one-to-one associations (or mapping) for all privacy sensitive data must be stored securely and used to de-scramble the data if required by any authorized lawful interception consumer.






Figure 1: High level view
Figure 1 shows a high level view of the proposed solution. There can be two possible options to scramble the privacy sensitive data:
1. Scrambling any privacy sensitive data can be done at the source of such data. In this option, the meta-data of the unique mappings derived as part of this scrambling is stored in the source itself.

2. There can be a common privacy data scrambler for RAN AI/ML. In this implementation option, all privacy sensitive data must go through this scrambler before being fed to RAN AI/ML framework.
3. In both options, operator can configure the scrambling agents with information about privacy sensitive data as well as possible methods for scrambling the data.
6.X.3

System impact

1. Option 1 is better from security point of view, because the privacy sensitive data leaves the source only after getting scrambled. This would impact all sources of data input to RAN AI/ML.
2. Option 2 leaves room for man-in-the-middle to read un-scrambled privacy sensitive data before it reaches the scrambler. However, this can be a good approach from implementation point of view.
6.X.4
Evaluation

With this approach, the privacy sensitive data can be protected from any compromise, while still ensuring that the RAN AI/ML functionality is not impacted with any changes to the input data consumed.
************ END OF CHANGES ************
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