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1	Decision/action requested
Approve the new KI proposal to eNS3 TR33.886
2	References
[1]	
3	Rationale
The contribution proposes a new solution to the key issue 1. 
4	Detailed proposal
pCR
***  BEGINNING OF CHANGES  ***
[bookmark: scope][bookmark: _Toc107826365][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071]5.Y	Key Issue #Y: protecting slice-specific SoR information
[bookmark: _Toc107826366]5.Y.1	Introduction
This solution addresses key issue 1, providing VPLMN slice information to roaming UE.  
The solution provides integrity protection to the slice-specific Steering of Roaming (SoR) information sent to the roaming UE, adapting from the solution in TS33.501 [4].  It is applicable to either the procedure during roaming UE registration or a UDM initiated procedure. 
[bookmark: _Toc107826380]5.Y.2	Solution details
The steps of the solution are described as follows, with reference to figure 5.Y.2-1.   
1) The UDM decides to send the SoR Information, and obtains a list of preferred PLMN/access technology combinations for each identified slice S-NSSAI.
Editor’s Note: it is ffs on how to identify the slices, e.g. whether/what/when slice-related information is required for UE to send and which slices are authorized etc. 
2-3) The UDM shall invoke Nausf_SoRProtection service operation message to the AUSF to get SoR-MAC-IAUSF and CounterSoR as described below. The UDM shall select the AUSF that holds the latest KAUSF of the UE.
Calculation of a SoR-MAC-IAUSF: the parameter P2 specified in A.17 of TS33.501 [4] shall be replaced with 
P2 = [S-NSSAI-1, (list of preferred PLMN/access technology combinations per S-NSSAI-1), S-NSSAI-2, (list of preferred PLMN/access technology combinations per S-NSSAI-2) …] 
	NOTE: S-NSSAI-1, S-NSSAI-2 … are idendified slices in the step 1. 
The inclusion of S-NSSAIs in the calculation of SoR-MAC-IAUSF allows the UE to verify that the received SOR Information is not tampered with or removed by the VPLMN. 
CounterSoR: as specified in clause 6.14.2.3 of TS33.501 [4]
If the HPLMN decides that the UE is to acknowledge the successful security check of the received slice-specific SoR Information, then the UDM shall set accordingly the ACK Indication included in the Nausf_SoRProtection service operation message to signal that it also needs the expected SoR-XMAC-IUE



Figure 5.Y.2-1 Procedure for providing slice-specific SoR information
4)	The UDM sends a message Nudm_X to the VPLMN AMF, which shall include the slice-specific SoR information (P2 at step 2), SoR-MAC-IAUSF and CounterSoR. If the UDM requests an acknowledgement, it shall temporarily store the expected SoR-XMAC-IUE.   
Calculation of a SoR-XMAC-IUE: as specified in A.18 of TS33.501 [4].
5) If the SoR information is received from the UDM, the VPLMN AMF shall include the received SoR information in a NAS message and send to the UE.
6) On receiving the NAS message with the SoR information from the AMF, the UE shall calculate the SoR-MAC-IAUSF in the same way as the AUSF (as step 3), and verifies whether it matches the SoR-MAC-IAUSF value received. 
7) If the UDM has requested an acknowledgement from the UE and the verification is successful at step 6, the UE shall send a NAS message to the serving AMF. The UE shall generate the SoR-MAC-IUE as specified in Annex A.18 and includes the generated SoR-MAC-IUE in the NAS message. 
8) The AMF sends a Nudm_Y message to the UDM, including the SoR-MAC-IUE.
9) If the HPLMN indicated that the UE is to acknowledge the successful security check of the received SoR  Information at step 4, the UDM shall compare the received SoR-MAC-IUE with the expected SoR-XMAC-IUE that the UDM stored temporarily in step 4.  
[bookmark: _Toc107826381]5.Y.3	Evaluation
	***	END OF CHANGES	***
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