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1
Decision/action requested

This contribution proposes to add threats and security requirements for the IMS data channel.
2
References

3
Rationale

This pCR proposes to add threats and corresponding security requirements to KI#2 on data channel.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.890.
***BEGIN OF First CHANGE***

5.2
Key issue #2: Security aspects of Data Channel usage in IMS network
5.2.1
Key issue details

Existing IMS procedures need to be changed to support Data Channel usage in IMS as is being studied in TR 23.700-87 [2]. It needs to be studied whether usage of Data Channel in IMS brings new security threats and requirements, and if so, it needs to be studied whether existing solutions could be re-used or if new solutions would need to be developed.  For example, clause N.3 of TS 33.328 [3] describes media security of the WebRTC data channel, but only e2ae (End-to-access edge) security is specified at the moment. Current security mechanisms in WebRTC data channel needs to be reviewed and possibly reused for data channel in IMS.

5.2.2
Security threats 

The lack of security over the IMS data channel can open up for attackers to eavesdrop or tamper with the data transferred over the  data.

The lack of authentication between UE and peers before media exchange can open up for spoofing attack from both sides and Man-in-the-Middle attacks as well. 

5.2.3
Potential security requirements

Communication over IMS data channel should be confidentiality, integrity and replay protected.

The peers over IMS data channel should be mutually authenticated.  

*** END OF First CHANGE ***


