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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
References

[1]
3GPP TR 33.894 "Study on applicability of the Zero Trust Security principles in mobile networks"
[2]
NIST Special Publication 800-207 Zero Trust Architecture.

3
Rationale

This contribution proposes an evaluation of the fifth tenet of [2] related to security posture.

4
Detailed proposal

It is proposed to approve the following solution for inclusion in TR 33.894 [1].

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
NIST Special Publication 800-207 Zero Trust Architecture. 
[a]
3GPP TS 23.288 "Architecture enhancements for 5G System (5GS) to support network data analytics services"
**** Next Changes****

5.X
Tenet #X: Security posture
5.X.1
Description

According to tenet 5 of [2], "The enterprise monitors and measures the integrity and security posture of all owned and associated assets". Further description in [2] reveals that this tenet relates more to operation security rather than particular security mechanisms. Resources and devices in this study's perspective are assimilated to 5G Core NFs and UEs respectively. Based on this assumption [2] recommends processes in place in order to ensure that the security best practices and guidelines are followed as well as a robust monitoring and reporting solution in place.
5.X.2
Relevant security mechanisms

All the mechanisms specified in TS 23.288 [a] pertaining to data collection from NFs, e.g. clause 6.2.2 and analytics, e.g. clause 6.7.
5.X.3
Evaluation

In general, the tenet touches upon two aspects. The first one is related to operation security. In this regard, it is expected that the proper security practices and guidelines are followed during deployment and operations in order to detect and mitigate vulnerabilities. This includes as described in [2] regular updates, security patches, and mitigation plans should there be a breach, etc. The enforcement of such practices depends heavily on the implementation and deployment context, e.g. infrastructure, enterprise network, etc. Therefore, it does not warrant the development of standard solutions. Nevertheless, it is worth mentioning that the 3GPP security standards in general are continuously evolving. In fact, vulnerabilities in the security mechanisms revealed either by individual 3GPP members or through one of the established CVD programs are always discussed and remediated whenever deemed necessary. 
The second aspect is related to monitoring. In this regard, TS 23.288 [a] provides a framework for data collection services that can further enhance whatever security monitoring solution an operator has. For NF monitoring, the framework of [a] includes analytics such as for performance in clause 6.6 and load in clause 6.5. Such data could be used for example to evaluate the state of the NF and whether it is behaving normally. For UE monitoring, the framework of [a] includes specific analytics for abnormal behaviour detection in clause 6.7.1. 
Therefore based on this analysis, no further actions are needed with respect to this tenet.
**** End of Changes****
