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1
Decision/action requested

Approve the changes in clause 4 for inclusion in 33.741.
2
References

NA
3
Rationale

The Editor’s Note is deleted by adding threat to each use case.
4
Detailed proposal

********* Begin 1st change*********
4.1
Key Issue #1: Ability of the home network to trigger primary authentication 

4.1.1
Key issue details

In the 5G System, the home network control over the security of the UE has been strengthened compared to previous generations by many new mechanisms such as SUPI privacy, termination of the authentication procedure in the home network and the provisions for increased home network control and linkage to subsequent procedures. However, when it comes to triggering the authentication, then this is still under the control of the serving network. 

The home network uses KAUSF or keys derived from K_AUSF to provide protection for various services, (e.g. interworking from 4G to 5G, SoR/UPU and AKMA services) and hence the home network would benefit from having the ability to be able to ensure a fresh KAUSF is available by triggeringan authentication, in particular to prevent counter wrap in SoR/UPU or after interworking from 4G when there might be no KAUSF available.
4.1.2
Security threats

.
Regarding AKMA, without home network to trigger primary authentication, the user may suffer out of service when the KAKMA is expired.

Regarding interworking from 4G to 5G, if no primary authentication is triggered by the AMF, the home network cannot send the updated UPU date or SoR data to the UE in time. 

Regarding SoR/UPU counter wrap around case, the key KAUSF will be reused for the same counter.
4.1.3
Potential requirements

The home network may be able to trigger a primary authentication.

The messages in home network triggered primary authentication should be confidentiality protected, integrity protected, and anti-replay protected.

Note: All the solutions will be evaluated specific to the use case in the Annex A of this present document.
******** End of change*********
