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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
References

[1]
3GPP TR 33.894 "Study on applicability of the Zero Trust Security principles in mobile networks"
[2]
NIST Special Publication 800-207 Zero Trust Architecture.

3
Rationale

This contribution proposes an evaluation of the second tenet of [2] related to secure communications.

4
Detailed proposal

It is proposed to approve the following solution for inclusion in TR 33.894 [1].

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
NIST Special Publication 800-207 Zero Trust Architecture. 
[a]
3GPP TS 33.210 "Network Domain Security (NDS); IP network layer security"
[b]
3GPP TS 33.501 " Security architecture and procedures for 5G system"
**** Next Changes****

5.X
Tenet #X: Secure communication
5.X.1
Description

According to tenet 2 of [2], it is expected that a zero trust architecture adheres to the principle that "All communication is secured regardless of network location". This tenet can be directly related to the ideal of "removing wide-area perimeter" described in [2]. Previous generation systems have long relied on protection at the IP layer as described in the NDS/IP framework of TS 33.210 [a]. This framework is based on the concept of secure domains which can be assimilated to what is called "wide-area perimeter" in [2]. However, as described in clause 5.X.3, the situation changed in the 5G Core with the adoption of TLS.
5.X.2
Relevant security mechanisms

All the security mechanisms specified in TS 33.501 [b] pertaining to SBA communication such as in clause 13.1 as well as non-service based interfaces involving an entity in the 5G Core network such as clause 9, 12, etc.
5.X.3
Evaluation

In general, the tenet is about communication security. From this perspective, the 5G Core security standards provide two means to protect communication in and with the 5G Core. On the network layer, there is the NDS/IP framework, relying on IPsec, specified in TS 33.210 [a]. On the transport layer there is TLS for which the profile is also captured in TS 33.210 [a]. Both security protocols provide integrity, confidentiality and replay protection. NDS/IP is applicable to all interfaces involving the 5G Core since they are all IP based. TLS is on the other hand applicable to all service-based ones since they are HTTP based. IPsec has the advantage of providing topology hiding but TLS whenever applicable can alleviate the dependency on perimeter security should the IPsec tunnel be terminated at the perimeter. With TLS the operator can further push the protection end points deeper within the perimeter.

Based on this analysis, no further actions are needed with respect to this tenet since the 5G Core standards provide the necessary means to secure the communication with and within the 5G Core and also independently of the location of the end points.
**** End of Changes****
