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***** START OF 1st CHANGES *****
[bookmark: _Toc19783308][bookmark: _Toc26887092][bookmark: _Toc91075135]X.2.2.x	Over-Privileged Data Processes 	
· Threat name: Over-Privileged Data Process
· Threat Category: Tampering of Data, Elevation of privilege
· Threat Description: If the MnF product does not evaluate the user privilege for access to data or can allow an attacker to obtain elevated priviledges, an attacker may operate the data with low privilege, this kind of mis-operation not only impacts on the MnF itself, but also the NFs that the MnF connects to. 
· Threatened Asset: Management data 

***** END OF CHANGES *****

