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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates in TS 33.503 clause 6.1.3.2.
2
References

[1]
3GPP TS 33.503 v0.3.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

3
Rationale

In clause 6.3.4 of the current version TS 33.503 [1], it is required that “The PCF shall be able to provision the PC5 security policies to the 5G ProSe Remote UE and Layer-2 UE-to-Network Relay respectively per ProSe relay service”. 
For U2N relay communication via a L2 Relay UE, as the AS security can be established between the Remote UE and the gNB, the L2 Relay UE is not the termination point for UP security of the relay service. 

PC5 security policies configured in the PCF are defined based on the security requirement of a specific ProSe relay service, which are independent on the mode of the Relay UE (i.e. L2 Relay or L3 Relay). It means that a L2 Relay could also possibly receive the PC5 security policies containing both CP and UP security policies. In this case, the L2 Relay UE does not need to enforce/activate PC5 UP security policies if received.
Based on the above analysis, this pCR proposes to add a Note in TS 33.503 [1] clause 6.3.4.
4
Detailed proposal

*************** Start of the Change ****************

6.3.4
Security for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay
Connection establishment for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay is specified in clause 6.5.2.2 of TS 23.304 [2]. During the connection establishment, the 5G ProSe Remote UE and NG-RAN node shall establish AS security as specified in TS 33.501 [3].

The 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay shall establish security for PC5 connection using either User Plane based solution as specified in clause 6.3.3.2 or Control Plane based solution as specified in clause 6.3.3.3. The requirements on security policies for PC5 connection between the 5G ProSe Remote UE and the Layer-2 UE-to-Network Relay are as follows:
-
The PCF shall be able to provision the PC5 security policies to the 5G ProSe Remote UE and Layer-2 UE-to-Network Relay respectively per ProSe relay service during their service authorization and information provisioning procedures as defined in TS 23.304 [2].
NOTE:
If PC5 UP security policies are included in the PC5 security policies, they are negotiated but not enforced by the 5G ProSe Layer-2 UE-to-Network Relay.
*************** End of the Change ****************
