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Decision/action requested

It is proposed to discuss the security support for NGRTC. 
2
References

[1]
3GPP TR 23.700-87, v0.2.0: " Study on system architecture enhancement for next generation real time communication".
3
Rationale

A SID on NGRTC has been approved by SA2 and considerable progress has been made with 4 key issues and 16 solutions. Some potential security enhancements are needed according to several NOTEs both in key issues and solutions.
3.1
Security issues related to third party specific user identities
As described in KI#3 of TR 23.700-87 [1], SA3 should be engaged in the security aspects related to third party specific user identities. The related text is highlighted as following:
“The Key Issue is to study the architecture impact of third party specific user identities accessing IMS network, including:

-
Study and if needed, define a mechanism how the serving IMS network can authorize a third party, and how the authorized third parties can verify whether a third party user is allowed to use third-party specific identities to initiate a call.

-
Study and if needed, define a mechanism how the terminating IMS network can support the called party to verify third-party specific identities during a call.

-
Study whether and how IMS procedures need to be enhanced to support authentication, authorization and verification to use third-party specific identities, which should be performed by the IMS network and third party. This includes studying potential impacts to the call-back procedure, and potential impacts on STIR/SHAKEN procedures defined in TS 24.229 [8].

-
Study and if needed, identify required enhancements to an IMS subscription to support trusted third parties.

NOTE:
Security related aspects should be studied by SA WG3.”

Observation 1: SA3 should study the authentication, authorization and verification aspects of using third-party specific identities to facilitate the third party specific user identities accessing IMS network.
3.2
Security issues related to service based principles to IMS media control interfaces
There is a KI#4 in TR 23.700-87[1] related to SBA in IMS. Similar to SBA in 5GC, security aspects should also be studied in SA3 to guarantee the security of IMS SBA. The related text is highlighted as following:
“This key issue aims to study whether and how 5G service based principles can be applied to IMS media control architecture and related interfaces.
The following aspects are studied in this key issue taken into account all the Notes listed below:

-
Study whether and how 5G service based principles e.g. service registration, discovery, selection, etc. can be applied to IMS media control architecture and interfaces, to support existing and new capabilities such as e.g. Data Channel or AR, and to provide efficient media processing.

-
Based on the outcome from the first bullet, study co-existence of 5G service based and legacy IMS media control interfaces while considering backward compatibility.”
Observation 2: SA3 should study whether and how 5G SBA security mechanisms can be applied to IMS media control architecture and related interfaces. The existing SBA security mechanisms should be reused as much as possible. 
4
Detailed proposal

It is proposed that a study for the security support for NGRTC is needed since SA2 has made considerable progress. 

