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1
Decision/action requested

SA3 is kindly asked to approve the proposed new use case for HONTRA in TR 33.741
2
References

[1]
3GPP TR 33.741 v0.0.0: “Study on home network triggered primary authentication (HONTRA)”
3
Rationale

This contribution proposes to add a new use case for HONTRA in TR 33.741 [1].
4
Detailed proposal

*************** Start of the Change ****************

4
Use Cases
4.X
Use Case #X: Continuity of Steering of Roaming Service Delivery
Steering of Roaming is a service whereby a roaming UE is encouraged to roam to a preferred roamed-to-network indicated by the HPLMN. In the procedure for steering of roaming service in 5GS, the HPLMN is allowed to update the "Operator Controlled PLMN Selector with Access Technology" list in the UE by providing the steering of roaming information via NAS signalling, e.g. the HPLMN protected list of preferred PLMN/access technology combinations or a secured packet. In the roaming scenario, the VPLMN shall transparently forward the steering of roaming information received from the HPLMN to the UE. The UE shall be able to detect whether the VPLMN removed or altered the steering of roaming information. If the UE detects that the VPLMN altered or removed the steering of roaming information then the UE shall consider the current VPLMN as the lowest priority PLMN and perform PLMN selection procedures.
In the Steering of roaming security mechanism, all the necessary steering of roaming information is included in the SOR transparent container, e.g. the list of preferred PLMN/access technology combinations, the CounterSoR, the SoR header, etc. And the AUSF shall protect the SOR transparent container by calculating SoR-MAC-IAUSF and SoR-XMAC-IUE with the latest KAUSF, which is generated after the latest primary authentication. The inclusion of the Steering List and the SOR header in the calculation of SoR-MAC-IAUSF allows the UE to verify that the Steering of Roaming Information received is not tampered with or removed by the VPLMN. And the inclusion of these information in the calculation of the expected SoR-XMAC-IUE allows the UDM to verify that the UE received the Steering of Roaming Information.
To generate the SoR-MAC-IAUSF, the AUSF shall use the CounterSoR. The CounterSoR is incremented by the AUSF for every new computation of the SoR-MAC-IAUSF and used as freshness input into SoR-MAC-IAUSF derivations to mitigate the replay attack. The AUSF shall initialize the CounterSoR to 0x00 0x01 when the newly derived KAUSF is stored, and monotonically increment the CounterSoR for each additional calculated SoR-MAC-IAUSF. If the CounterSoR associated with the KAUSF of the UE is about to wrap around, the AUSF shall suspend the SoR protection service for the UE. Only when a new primary authentication procedure is triggered by the UE, the AUSF can generate a fresh KAUSF, reset the CounterSoR to 0x00 0x01 and resume the SoR protection service for the UE. 
Therefore, to achieve the continuity of steering of roaming service delivery, home network-triggered primary authentication is essential to the UEs which needs SoR protection but may not timely trigger primary authentication.

*************** End of the Change ****************
