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1	Decision/action requested
This contribution proposes to update the text in clause 6.1.3.2.3 in TS 33.503.
2	References
[1]	TS 33.503: “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)”
3	Rationale
This contribution proposes to clarify the discovery message protection mechanisms. 
In clause 6.1.3.2.3, the same scrambling protection mechanism specified in TS 33.303 are reused with the changes of the message length to be scrambled. However, it is not clear exactly which part of the discovery message is scrambled as the message length to be scrambled becomes variable depending on the length of discovery message. 
To clarify this, we propose to add a text regarding the scrambling protection in clause 6.1.3.2.3 as below:
· Step 3 of clause 6.1.3.4.3.5 of TS 33.303 becomes: XOR (0xFFFF || time-hash-bitsequence) with the most significant (L + 16) bits of discovery message.
4	Detailed proposal
***** START OF 1st CHANGES *****
[bookmark: _Toc97537555]6.1.3.2.3	Protection of discovery messages over PC5 interface
[bookmark: _Toc454462919]There are three types of security that are used to protect the restricted 5G ProSe Direct Discovery messages over the PC5 interface: integrity protection, scrambling protection, and message-specific confidentiality which are defined in clause 6.1.3.4.3 in TS 33.303 [4] . The protection mechanisms specified in TS 33.303 [4] are reused with the following changes:
-	Input parameters to integrity protection algorithm as specified in A.6.
-	Message-specific confidentiality mechanisms as specified in A.7 in the current specification.
-	In A.5 of TS 33.303, the time-hash-bitsequence keystream is set to L least significant bits of the output of the KDF, where L is the bit length of the discovery message to be scrambled and set to Min (the length of discovery message – 16, 256).
-	Step 3 of clause 6.1.3.4.3.5 of TS 33.303 becomes:
XOR (0xFFFF || time-hash-bitsequence) with the most significant (L + 16) bits of discovery message.
NOTE 1:	16 is the size of Message Type and UTC-based counter LSB in bit length.
NOTE 2:	The maximum length of the discovery message to be scrambled is limited to 256 bits. 
-	Step 2 of clause 6.1.3.4.3.2 of TS 33.303 becomes: is replaced by “
Calculate MIC if a DUIK was provided, otherwise set MIC to a 32-bit random string. Then, set the MIC IE to the MIC.
-	Step 4 of clause 6.1.3.4.3.2 of TS 33.303 is not processed.
***** END OF 1st CHANGES *****

