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1
Decision/action requested

This contribution proposes the key issue of introducing the application proxy into AKMA in TR 33.737.
2
References

 [1] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) ".
3
Rationale

TS 33.222 specifies the use of Authentication Proxy in GBA[1], where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures, and relieves the AS of security tasks. Similarly, introducing such an authentication proxy in AKMA is beneficial where different application servers (or Application Functions in AKMA) reside in the same trust domain or in the same edge node. With the AP, these application servers can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately. AKMA is a potential solution in MEC, and it is possible that different application servers reside in the same edge cloud or belong to the same service vendor, it is beneficial to consider the feasibility of introducing a similar proxy in AKMA.
This contribution proposes a key issue of introducing the Application Proxy into AKMA.
4
Detailed proposal
********************Start of 1st Change******************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

-

[x]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) ".

********************End  of 1st Change******************
********************Start of 2nd Change******************
5
Key issues


5.X
Key Issue #X: Introducing the Application proxy into AKMA

5.X.1
Key issue details
TS 33.222 specifies the use of Authentication Proxy in GBA[x], where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures, and relieves the AS of security tasks. Similarly, introducing such an authentication proxy in AKMA is beneficial where different application servers (or Application Functions in AKMA) reside in the same trust domain or in the same edge node. With the AP, these application servers can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately. AKMA is a potential solution in MEC, and it is possible that different application servers reside in the same edge cloud or belong to the same service vendor, it is beneficial to consider the feasibility of introducing a similar proxy in AKMA.
5.X.2
Security threats
Different Application servers reside in the same trust domain may execute AKMA procedures separately, leading to consumptions of AAnF generating AKMA keys and signalling resources.
5.X.3
Potential security requirements
The AKMA architecture shall support an application proxy delegating the application servers at the same trust domain or belong to the same application provider, in order to save the consumption of signalling resources and AAnF computing resources.
********************End of 2nd Change******************
