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1
Decision/action requested

This document proposes to add a new key issue on the security of EAS discovery procedure with EASDF. SA3 is kindly requested to approve this doc.
2
References

[1]
3GPP TR 33.739
3
Rationale

This document proposes to add a new key issue on the security of EAS discovery procedure with EASDF.
4
Detailed proposal

**** START OF CHANGE ****

5.2.X
Key issue #1.X: Security of EAS discovery procedure with EASDF
5.2.X.1
Key issue details 
The Edge Application Server Discovery Function (EASDF) defined in TS 23.548 can be used for the EAS discovery procedure. For PDU Session with Session Breakout connectivity model, based on UE subscription (e.g. DNN) and/or the operator's configuration, the DNS Query sent by UE may be handled by an EASDF.
In the solutions for accessing EHE in a VPLMN when roaming in TR 23.700-48, UE performs DNS query to the EASDF and get responses.
In the above procedure, the interaction between UE and EASDF is introduced. The DNS request is sent to query either the configuration the UE needs or the IP address of EASDF, and such sensitive material should be protected to avoid against eavesdropping and tampering.
5.2.X.2 
Threats
Without protection, an attacker may eavesdrop or manipulate or replay the communication between the UE and EASDF.

Without protection about the DNS message, an attacker may manipulate the DNS message which may cause the UE is not able to find a suitable EAS.
5.2.X.3
Potential security requirements 

The interaction message between the UE and EASDF should be confidentiality, integrity, and replay protected.
**** END OF CHANGE ****
