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1
Decision/action requested

This document proposes to have a discussion on AKMA application context removal.
2
References

[1]
3GPP TS 3GPP TS 33.535
3
Rationale

The AKMA provides end-to-end security protection from users to applications for 5G network users. The security context needs to be removed when the AKMA services is terminated. For example, the user stops using the AKMA service due to the change of subscription information, or the operator stops providing the AKMA service according to the local policy. As described in TS 33.535, NF consumers may initiate an AAnF AKMA context removal procedure to delete the AKMA context in AAnF [1]. 
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Figure 1: AAnF AKMA context removal procedure
1. NF initiates an AAnF AKMA context removal procedure to delete the AKMA context in AAnF.
2. NF discovers the AAnF of the UE, as specified in clause 6.7 and sends a Naanf_AKMA_Context_Remove request to AAnF to remove AKMA context for the UE. 

3. AAnF shall delete AKMA Context (e.g. SUPI, A-KID and KAKMA) from its local database. 

4. AAnF sends a Naanf_AKMA_Context_Remove response to NF.
However, the AKMA application contexts stored in AFs and UE are still available, which means that the user can still use KAF to perform related services with AFs.

This may cause charging problems. Specifically, the AKMA service provided by the network to the third party has expired, but the AF still use the old keys to continue the service with the user. This may cause charging disputes between third parties and operators.

For the AF inside the operator’s network, mechanisms should be developed to ensure that the security contexts stored in at least UE and AF is deleted to avoid charging errors. As for the AF outside the operator’s network, mechanisms should be developed to ensure that the expired or invalid keys cannot be used, or at least notify the AF to stop using the AKMA service. Corresponding behavior of the AF is determined by the third party.
4
Detailed proposal

It is proposed to add the “Support of AKMA context removal” to the objective of study on AKMA phase2 (FS_AKMA_ph2) in S3-220764, and discuss the corresponding key issue in AKMA enhancement. 
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