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1
Decision/action requested

It is proposed to endorse this proposal as a way forward for the 5GPRUK/5GPRUK ID storage.
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3
Rationale

This contribution propose to compare the potential impact of the two main options for 5GPRUK/5GPRUK ID storage using a PAnF (see [1], [2]) or UDM ([3]) as presented during Prose Conference call on April 26th..
3.1 Storage of PRUK and PRUK ID in UDM

In the contribution [3] it is proposed to define a new service operations, Nudm_UEAuthentication_StoreProseKey/Nudm_UEAuthentication_GetProseKey, to read and store PRUK in UDM based on PRUK ID.

However, in current baseline UDM service API for Nudm_UEAuthentication (TS 29.503), the resource URIs are structured based on the subscription ID, i.e. SUCI or SUPI. That is, the proposal in [3] of new Nudm_UEAuthenticaion service operation would require new resource URI structure to be defined in Stage3, e.g., using PRUK ID instead of SUCI/SUPI as resource index. It would also imply the need for some implementation methods to keep linking SUPI to/from PRUKID for such resource.
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Furthermore, UDM uses the UDR as backend storage via Nudr_DataRepository service (29.504) which is merely structured based on subscription ID (i.e, which is the mandatory attribute) for UDM data (29.505). 

Taking authentication result as an example, UDM stores it in UDR as “AuthenticationStatus” resource, as per excerpts from TS 29.504 below: 
Resource URI: {apiRoot}/nudr-dr/<apiVersion>/subscription-data/{ueId}/authentication-data/authentication-status

Table 5.2.24.2-1: Resource URI variables for this resource

	Name
	Definition

	apiRoot
	See 3GPP TS 29.504 [2] clause 6.1.1

	ueId
	Represents the Subscription Identifier SUPI (see 3GPP TS 23.501 [4] clause 5.9.2) 
              pattern: See pattern of type Supi in 3GPP TS 29.571 [3]


The above means that if UDM stores Prose result (including PRUK) based on PRUK ID in UDR, it requires completely new structuring and operations in Nudr service API.

Observation 1: The impacts in UDM/UDR are major to support read/store PRUK based on PRUK ID since the UDM is not designed to use temporary ID (PRUK ID), but only permanent UE id. 

Observation 2: The impact described above, is not limited to feature level, but rather system architecture level impact and such feature need to be discussed and agreed in SA2 first. 

Observation 3: Stage 2 feasiblity for this option is therefore yet to be evaluated outside of SA3, meaning that with this option it would not be possible for SA3/SA2 to complete the work in Q2, 2022, as required in [4].
3.2 Storage of PRUK and PRUK ID in PAnF

This option, as presented in ([1] and [2]) introduces a new function for storing of PRUK/PRUK ID. 

The PAnF provides service operations to register the Prose anchor key and retrieve the Prose anchor key ([2]) or derive the Prose root key ([1]). 

The PAnF provides the key storage service to AUSF ([2]) or AUSF/AMF ([1]).

PAnF service operations are very similar to those provided by existing functionality (see AAnF in 3GPP TS 33.535).

Observation 1: Introduction of new PAnF will need to be specified in stage 3. However, stage 3 definition of PAnF can leverage prior work done for similar functions (e.g., AAnF). 

Observation 2: The technical feasibility of this option has been discussed already during SA3#106e. The definition of PAnF, as a security function, does not depend on other groups for SA3 to complete the work in Q2, 2022, as required in [4].

4
Conclusion

Based on the above observations, it is proposed to select the PAnF option for 5GPRUK/5GPRUK ID storage to allow SA3 to complete the work for 5G_ProSe Security Aspects in Q2, 2022 as required in [4].
5
Proposal

It is proposed to endorse this proposal as a way forward for the 5GPRUK/5GPRUK ID storage.

