3GPP TSG-SA3 Meeting #107-e 
S3-220727
e-meeting, 16 - 20 May 2022
Source:
Nokia, Nokia Shanghai Bell
Title:
Security improvements of N32 connection
Document for:
Approval

Agenda Item:
5.4
1
Decision/action requested

Key issue on security improvements of N32 connection, specifically for N32-c message correlation with previously created N32-c context
2
References

[1]
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3
Rationale

N32-c connections are short-lived, i.e., in general the N32-c TLS connection is released after the initial N32-c handshake as specified in TS 29.573. When later, one of the two SEPPs needs to send a new N32-c message for an existing N32 association established in that initial N32-c handshake (e.g., error report, N32-f context termination for PRINS, N32-f connection termination for TLS security which uses a different N32-c message), there is no security mechanism currently defined through which the receiving SEPP can ensure that the request comes from a legitimate and authorized sending SEPP, i.e., confirming that the SEPP that wants to modify the N32-c context is the one who created the N32-c association in first place.
Hence, a new key issue is introduced to investigate in this topic.

4
Detailed proposal

***************** START OF CHANGES
5.X
Key issue #X: Security improvements of N32 connection
5.X.1
Key issue details

N32-c message correlation with previously created N32-c context
N32-c connections are short-lived, i.e., in general the N32-c TLS connection is released after the initial N32-c handshake as specified in TS 29.573. When later, one of the two SEPPs needs to send a new N32-c message for an existing N32 association established in that initial N32-c handshake (e.g., error report, N32-f context termination for PRINS, N32-f connection termination for TLS security which uses a different N32-c message), there is no security mechanism currently defined through which the receiving SEPP can ensure that the request comes from a legitimate and authorized sending SEPP, i.e., confirming that the SEPP that wants to modify the N32-c context is the one who created the N32-c association in first place.
5.X.2
Security threats

An attacker can exploit the lack of correlation between N32-c initial connection and subsequent potential related N32-c connections within the same context. Thus, a malicious SEPP could attack a target SEPP by sending new N32-c messages, eventually causing an outage in the network of the victim, e.g., tearing down all established N32-f connections.
5.X.3
Potential security requirements

The receiving SEPP shall be able to correlate the initial N32-c connection with subsequent new N32-c connections within the same context.
***************** NEXT CHANGE
6.Y
Solution #Y: Correlation between N32-c connections

6.Y.1
Introduction

This solution is addressing key issue #X.
There are scenarios where the N32-c TLS connection needs to be re-established to send additional N32-c signalling for N32-c association that was established earlier, to send e.g., error report, N32-f context termination for PRINS, N32-f connection termination for TLS security. 

6.Y.2
Solution details

To authorize the new N32-c TLS connection establishment, the responding SEPP shall correlate a new N32-c TLS connection establishment request with the previously negotiated N32-c context.
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