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1
Decision/action requested

It is requested to approve the new Key issue for FS_eNA_SEC_Ph3
2
References

[x] 
3GPP TR 23.700-81 ‘Study on Enablers for Network Automation for 5G; Phase 3’
[y]
3GPP TR 33.866 ‘Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2’

3
Rationale

In the last SA3 meeting, SID S3-220563 was agreed to address security aspects of enablers for Network Automation for 5G – phase 3 (study approved in SA2 Rel-18: SP-211330, TR 23.700-81[x] ). One of the approved objectives of the SID refers to study KIs from Release 17 in TR 33.866 [y], which did not have enough time to proceed, e.g., NWDAF detection related issues. This key issue brings back ‘Anomalous NF behaviour detection by NWDAF’ former key issue to Release 18.
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Anomalous NF behaviour detection by NWDAF 
5.x.1
Issue details
The 5GC supports different NF deployments that could be in distributed or redundant fashion, so that the NFs provides the services from several locations and several execution instances. When these NFs are distributed across diverse cloud infrastructures, it is possible that the NFs may behave in an undefined manner. The undefined behaviour of the NF may be caused by internal errors such as configuration mistakes or internal data corruption. This misbehaviour may impact one or more UE services based on the type of the NF. Thus, the correlation of which NF is handling which UE data is an important aspect, such that NWDAF should be enabled to conclude from the reported UE-related data, which NF may have anomalous behaviour. 

In those circumstances, it is imperative that an analytics function such as NWDAF monitors the behaviour of all NFs and ensures that the NFs behave as defined/specified. If the NFs behave erroneously, it should be possible to detect the anomaly, so that appropriate steps can be taken, e.g., by an operator to control the potentially damaging behaviour. 

It is up to the operators to define the details of what NFs should report if such monitoring and detection capabilities by NWDAF are desired. Nevertheless, there is a need to enable NWDAFs to receive or request reports by NFs which serve the detectin of anomalous NF behaviour. 
5.x.2
Security Threats
Different NFs may behave in an undefined manner. Anomalous or malicious NF behaviour could include among others, failed attemps to access NF/NF services which was not authorized to a NF as NF/NF service consumer, unusual high consumption of network or compute resources by a particular NF/NF service (consumer or producer), continuous sending of malicious messages to particular NF service producer (DoS), numerous attempts to exhaust connections of a HTTP server, etc. 

The above examples of anomalous behaviour can occur due to internal data corruption, configuration errors, communication between NFs from different vendors (i.e., incompatibility issues), etc. Based on the NF type, such behaviour could cause damage to one or multiple UEs. For example, in the case of an AMF or SMF dedicated to a network slice, the service for all UEs within the whole network slice could be affected. Even the complete network slice could get out of service. 

An erroneous NF may succeed in outaging the whole network by sending wrong messages to other NFs, causing those NFs to get out of service. 

The NFs within the 5GC are already authenticated and allowed to communicate with each other based on successful authentication and authorization. If the NF is misconfigured or its internal data is corrupted or has other reason for anomalous behaviour, the assumption of trust on that NF becomes invalid, even if previously authenticated and authorized, and may cause potential threats and exploits.   

Anomalous or malicious behaviour from NFs in visited PLMNs (VPLMN) can also impact the home PLMN (HPLMN) with the same kind of damages as mentioned above, and the control and/or prevention mechanisms that the HPLMN can apply over them is obviously minor compared to their own NFs, thus the risk is higher in this roaming context. 
5.x.3
Potential security requirements
It should be possible for the network to detect anomalous NFs using the data collected from NFs. 

NOTE: 
By this requirement it is only assured that specific data can be collected by and/or reported to an analytics function. Which specific detection mechanism (e.g., AI/ML algorithm) is used is implementation specific and out of the scope in 3GPP. 

************ END OF CHANGES ************

