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1
Decision/action requested

It is requested to approve the update in  KI1.
2
References

[X] 
3GPP TR 33.737 " Study on Authentication and Key Management for Applications (AKMA) phase 2". 

3
Rationale
KI1 is not clearly defined in the TR 33.737[X], therefore, it is proposed to update the KI1 with the following details.
4
Detailed proposal

**** START OF CHANGE ****
5.1
Key Issue #1: Support for AKMA roaming scenario  

5.1.1
Issue details
AKMA roaming scenarios depend on UE and AF locations. There are different scenarios for AKMA roaming that need to be addressed: 

Case 1: UE in VPLMN and accessing the AF (including both internal AF and external AF) in HPLMN.

Case 2: UE is in VPLMN and accessing the AF (including both internal AF and external AF) in VPLMN.

The AKMA roaming solutions should comply with LI requirements. It’s required either decrypted traffic or the means (e.g. providing keys) for law enforcement to decrypt the traffic should be provided to VPLMN. The LI requirements for access to keys are only for encryption, and in the AKMA case applies when the Ua* protocol is encrypted. 
Editor’s Note: Further detailed LI requirements are FFS, according to the communication with SA3-LI.
5.1.2
Security Threats
N/A
5.1.3
Potential security requirements
The AKMA architecture shall support the above mentioned AKMA roaming cases.
AKMA service shall be made to comply with the LI requirements. 


**** END OF CHANGE ****
