3GPP TSG-SA3 Meeting #107-e Ad Hoc 
S3-221585
e-meeting, 27 June - 1 July 2022                                                                                 
Source:
Nokia, Nokia Shanghai Bell
Title:
Key Issue for Management of Automated Bulk Certificate updates for SBA leading to temporary service unavailability
Document for:
Approval

Agenda Item:
5.5
1
Decision/action requested

Approve the KI for Management of Bulk Certificate Updates for SBA leading to DoS  
2
References

[1]


3GPP TR 33.876: Study on Standardising Automated Certificate Management in SBA
3
Rationale

Service mesh describes a network of microservices, in which applications are shared and interaction between applications is possible. SBA can be implemented as a service mesh architecture. In SBA Network Function (NF) instances offer services to other NFs or NF instances. The communications between NFs in a service mesh can be secured using certificate-based authentication. The scope of [1] includes:

· Study the relation between certificate management lifecycle and NF management lifecycle
· Study the impact of service mesh in certificate management within 5G SBA
When a large number of NF instances and/or services in a service mesh require certificate updates simultaneously (due to expiry or revocation), there is a possibility of system overload due to a large volume of message exchanges triggered by automated certificate management procedures. Also, it is possible that different NF instances catering to different network slices require certificate updates simultaneously.

A new Key Issue should be defined and studied as part of the Study on Standardising Automated Certificate Management in SBA.
4
Detailed proposal

************ START OF CHANGES ************
X.Y
Key Issue #x: Automated Bulk Certificate Updates can lead to temporary service unavailability
X.Y.1
Key issue details

If a huge number of network functions and services simultaneously require certificate updates (due to same expiry date, or, due to a common CA certificate revocation), it is possible that automated certificate management triggers the certificate management procedures for all affected network functions at the same time.

· Operators may want to frequently renew the certificates in order to mitigate any security risks involved by using the certificates for longer durations.
· If, for example, a certain crypto algorithm is declared as compromised, it is likely that a huge number of network functions (physical and virtual) need to update their certificates.

In scenarios when certificates are revoked, in order to avoid any security threats, it is desirable to update and use new certificates as soon as possible.

Automated certificate management facilitates the need for minimum manual intervention; however, this can lead to a congestion or overload in the system in scenarios when bulk certificate updates happening simultaneously. Such system overload may lead to un-intentional service unavailability. In scenarios when multiple NF instances catering to specific network slices, the affected network slices may not be dimensioned to accommodate such overload due to bulk certificate updates.

X.Y.2
Security Threats

Unintentional partial or complete service unavailability for 5G network functionalities is possible if automated certificate management triggers simultaneous certificate update procedures for a large volume of network functions. 

X.Y.3
Potential Requirements

Automated Certificate Management shall not result in a system overload leading to partial or complete service unavailability for 5G network functions during bulk certificate updates.
************ END OF CHANGES ************

