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1
Decision/action requested

It is requested to approve the new key issue for 3GPP TR 33.898 V0.0.0.
2
References

3
Rationale

In federated learning scenarios, UEs need to collaborate to train a shared model. UEs not only need to share their local data to train the shared model but also have to be selected based on multiple filters to improve the efficiency of federated learning.
This key issue progresses the study on privacy-preserving federated learning.
4
Detailed proposal

It is proposed to introduce the following key issue to clause 4 of 3GPP TR 33. 898 v0.0.0.
*************** Start of 1st Change****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
3GPP TR 23.700-80 V0.3.0: "Study on 5G system support for AI/ML-based services"
*************** Een of 1st Change ****************

*************** Start of 2nd Change ****************

4.X
Key Issue #X: < Privacy-preserving federated learning >

4.X.1
Key issue details
In 3GPP TR 23.700-80 V0.3.0 [x], UEs are regarded as FL members in FL scenarios. And 5GC needs to select proper UEs to fullill the demand of the AF, which is in charge of collaborating the selected UE to train the shared model. For instance, in clause 6.17 of 3GPP TR 23.700-80 V0.3.0, 5GC needs to leverage the candidate-UE filtering policy that is provided by the AF to select UE in AOI (Area of Interest). In this situation, the location privacy of UE may exposure to the AF when it is selected by the 5GC. 

Many kinds of filtering policies can be employed by AFs to choose UEs, in which filtering policies may related to privacy information (e.g., location) of UE. 
Therefore, privacy protection issue needs to be concerned in federated learning scenarios.
4.X.2
Security threats
Without privacy protection mechanisms, the privacy information of UE (e.g., location information of UE) may exposure to AFs.
4.X.3
Potential security requirements

5GS should support privacy protection mechanisms (e.g., user consent and federated learning authorization) for federated learning scenarios.
*************** End of 2nd Change ****************

