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1
Decision/action requested

This pCR adds Scope information to TR 33.894 related to the skeleton contribution in S3-221520.
2
References

[1] 

SP-220674, ‘New Study on applicability of the Zero Trust Security principles in mobile networks’, Rel.18.
3
Rationale

SA3 Rel.18, ‘New Study on applicability of the Zero Trust Security principles in mobile networks’ was approved as SP-220674 in the last TSG SA#96e which was held during 7-10 June 2022 [1]. Therefore, this pCR adds scope related clarification information to Clause 1 of the related study TR 33.894 considering the justification and objective of the agreed SID proposal.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
1
Scope


The present document studies some Zero Trust Security principles that can be applied to the 5G System core network. The document will further analyse potential threats, study necessary security enhancements, and document various decisions related to solutions as to be adopted or not adopted after evaluating the associated risks and the complexity. The document specifically covers the following topics. 
· The need to monitor the security state of the 5G core network functions;

· The need to continuously evaluate the trust level(s) of the network function(s);

· Identification of factors that can help to quantify the trust level(s) of the network function(s);

· Identify the 5GS security controls that can be benefitted from dynamic trust evaluation and suitable network service operations/procedure(s) that can use the insights/inference to improve the network security and trust (i.e., by setting access control security policies and enforcement); and

· Dynamic trust evaluation of the network functions, management of trust evaluation information, recommendation of actions to enforce and enable trusted network operations.
*****End of Change 1*****
