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1
Decision/action requested

No security work needed for RRC_INACTIVE objective.
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3
Rationale

SA2 has studied Multicast MBS data reception in RRC_INACTIVE state. The idea here is to provide MBS service to more UEs in a cell. For that NG RAN could enable UEs within an MBS multicast session to receive MBS session data while in CM-CONNECTED with RRC_INACTIVE state. SA2 has studied how and what MBS assistance information to provide from 5GC to RAN for an MBS session allowing NF(s) to determine the MBS assistance information and how they do so. They have also studied how to enhance the current procedures (including mobility related procedures) for MBS session with member UEs in RRC_INACTIVE state. RAN WGs will determine how the switching for the UEs belonging to MBS session from CM-CONNECTED state with RRC_CONNECTED to CM-CONNECTED with RRC_INACTIVE state is performed by the NG-RAN.  

The security solution specified in Rel-17 consists of key derivation, management and distribution, protection of the traffic and authentication and authorization aspects. These are all transparent to the NG-RAN, so no security enhancements are needed.
4
Detailed proposal

Supporting UE receiving Multicast MBS Session data in RRC_INACTIVE does not require enhancements to the key management mechanisms, protection of the traffic transmission or authentication and authorization. The security mechanisms are transparent to the NG-RAN, therefore no security enhancements are needed.
