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1
Decision/action requested

This contribution proposes to add Key issue on security of UE based sidelink positioning.
2
References

[1]
3GPP TR 33.893 "Study on security aspects of ranging based services and sidelink positioning".

[2]
3GPP TR 23.700-86 "Study on architecture enhancement to support Ranging based services and sidelink 
positioning".

3
Rationale

This contribution proposes to add a new Key issue on security of UE based sidelink positioning.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key issue #X: Security of supporting UE-based Sidelink positioning
5.X.1
Key issue details

As specified in TR 23.700-86[xx] key issue 5:
“For this key issue, the following aspects need to be studied:

-
Discovery of one or more Located UEs with capabilities that offers Sidelink Positioning and/or Uu based positioning to support Network assisted Sidelink Positioning for in network coverage and partial network coverage.

-
Discovery of network capability that offers Network assisted Sidelink positioning for UE in network coverage and partial network coverage.

-
Signalling needed to support Sidelink positioning including both UE-based positioning and network-assisted/based positioning.

NOTE 1:
Security aspects are SA WG3 responsibility, and the related impact to architecture enhancement will be based on SA WG3 conclusion.
”.
Following issues need to be addressed in this key issue:

The security of discovery and SR5 link establishment between UE and the located UE.

5.X.2
Security threats
Lack of security during discovery and SR5 link establishment for located UE may allow MitM attack where the attacker can eavesdrop, modify, or inject messages into the data

5.X.3
Potential security requirements

3GPP system shall provide means to protect security (i.e., the integrity, confidentiality, and replay protection) while supporting UE-based assisted Sidelink positioning.
**** END OF CHANGES ****

