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Decision/action requested

Approve the KI for NTN Specific User Consent for UE location sharing  
2
References
[1] 3GPP TR 33.896: Study of Security Aspects on User Consent for 3GPP Services Phase 2 (Release 18)
[2] S3-221268: LS reply on Reply LS on NTN specific User Consent and UE location in connected mode in NTN
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Rationale

RAN2 has asked SA3 regarding NTN specific user consent for sharing UE location in several LSs including S3-220661/R2-2201754. SA3’s latest response in [2] indicated that SA3 will study the potential solutions for User Consent for the NTN use case in Rel-18. This Key Issue proposal is for the same.
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Detailed proposal

******************** Start of New Text **********************************************
X.Y
Key Issue #x: NTN specific user consent for UE location sharing in connected mode
X.Y.1
Key issue details

In several RAN2 LSs including S3-220661/R2-2201754, SA3 was requested to work on introducing mechanism for user consent handling that can be used specifically for the NTN use case. For NTN communications, correct location of the UE is needed by the onboard NTN gNB on the satellite to route or connect the UE to the correct PLMN on the ground. However, before requesting or collecting the location information from the UE, ‘user consent’ from the user must be verified in order to comply with local regulations.
NTN specific user consent for sharing privacy sensitive information like UE location is required to be specified in 3GPP. 

· For NTN functionality, it is necessary that UE location information is available to NG-RAN as well as AMF.

· Getting user consent for sharing UE location before activating the NTN functionality is required because of privacy and legal obligations.

· Without user consent for sharing UE location, NR satellite access cannot be provided to UEs due to lack of the precise UE location information in AMF and NG-RAN.

· In addition to the user consent for sharing the location information, user consent may be applied to prohibit or enable certain services in specific countries.

· Country and Service specific user consent may be collected by the Management Systems by offline methods. UDM may forward the country and service specific user consent after the successful primary authentication to the serving PLMN for selective application of services. However, such user consent is not yet specified for NTN in 3GPP.
X.Y.2
Security Threats

Without NTN specific user consent activation from UDM, there can be privacy and legal implications for satellite gNB (on board NTN gNB) sharing the user location information (and maybe other privacy sensitive information, if required) to other entities like AMF.
X.Y.3
Potential Requirements

5GS shall collect NTN specific user consent for sharing UE location and other sensitive information, if required, before using the UE location information in NG-RAN and 5GC network functions for satellite access. User consent may incorporate, country and service specific options by the Management Systems while collecting by offline methods.
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