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1
Decision/action requested

It is proposed to approve the proposed changes for inclusion in TR 33.876 [1].
2
References

[1]
3GPP TR 33.876: Study on Automated Certificate Management in SBA
3
Rationale

This contribution proposes a new solution to key issue 1. The solution proposes an overall architecture and building blocks for an automated certificate management framework. For some of the building blocks, the details are left out and deferred to potential other solutions addressing different key issues.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.876 [1].

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[y]
RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP"
[z]
RFC 6712:"Internet X.509 Public Key Infrastructure -- HTTP Transfer for the Certificate Management Protocol (CMP)"
**** Next Changes****

6.A
Solution #A: Certificate Enrolment and MAnagement Framework (CEMAF)
6.A.1
Introduction 

The solution addresses key issue 1. The solution presents an overall architecture and the building blocks of an automated Certificate Enrolment and MAnagement Framework henceforth referred to as CEMAF. For some of the building blocks, the details are left out and deferred to potential other solutions addressing different key issues. The solution does take a stand on the protocols used.
6.A.2
Solution details

6.A.2.1
General

It is assumed that the operator has already a PKI infrastructure supporting normal CA/RA operations similar to those required for base station or TLS entity enrolment as described in TS 33.310 [x]. Since this framework pertains to SBA entities, it is assumed that all of the framework's communications is HTTP-based and hence security can be provided by TLS. This would not incur big impact on NFs since they are expected to already support such protocols. OCSP [y] is HTTP based and CMPv2 can be encapsulated in HTTP messages [z]. Therefore this assumption doesn't preclude re-using such protocols.
6.A.2.2
Architecture
Figure 6.A.2.2-1 below illustrates the reference point based architecture of the framework. The ce1 reference point is used for enrolment and any other procedures related to certificate provisioning and updates. The ce2 reference point is used for certificate status checking. Accordingly, the corresponding functionalities have been split over two NFs. The CEMAF Enrolment Function CeEF is expected to support all the necessary functionality for provisioning and update of certificates to enrolling NFs. The CEMAF Management Function CeMF is expected to support maintenance functionalities such as revocation and certificate status information provisioning. The proposed grouping does not preclude that the functions are collocated or fully integrated in the CA/RA. This will depend on the final solutions.
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Figure 6.A.2.2-1 CEMAF reference point architecture
The motivation behind this split of the reference points is that most likely different credentials would be used to secure them. On the one hand, the CeEF must be able to interact with enrolling NFs that are yet to be provisioned by operator certificates. How trust is initially established and the credentials used to secure the enrolment procedures with the CeEF are deferred to other solutions. On the other hand, the CeMF is expected to be involved after the enrolment procedure and hence is expected to interact with NFs that have been already provisioned with valid certificates.
6.A.2.3
Procedures
Figure 6.A.2.3-1 illustrates the grouping of the different CEMAF procedures. The description of the different blocks is given below.
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Figure 6.A.2.3-1 CEMAF procedures
- B1: This is the set of mechanisms and procedures that enables the CeEF and enrolling NFs to establish trust for the remaining operations. Solutions addressing key issue #2 will provide the means to realize this block.
- B2: This is the set of mechanisms and procedures that enables the CeEF to provision NFs with new certificates. Solutions addressing key issue #2 will provide the means to realize this block.
- B3: This is the set of mechanisms and procedures that enables the CeMF to manage certificates including updates, revocation, status notification and any other maintenance operation. Solutions addressing key issue #3, #5 and #6 will provide the means to realize this block.
6.A.3
Evaluation
Editor's note: evaluation is ffs
**** End of Changes****

