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1
Decision/action requested

This contribution is accepted by the group.
2
References

NA
3
Rationale

Clause 4.1 is merged into KI#1 in contribution S3-xxxx, so as clause 4.2 and clause 4.3, in S3-xxx, and S-3xxx.

Thus, Clause 4 and KI#1 are deleted in this contribution.
The clause number of the rest of the TR 33.741 v0.1.0 are adjusted to the deletion of clause 4 and KI#1.

A new subclause was added for mapping the solutions to key issues.
Annex A is upsated to reflect the final numbers of the approved contributions in SA3#107.
4
Detailed proposal

********* Begin 1st change*********












********* End of 1st change*********
********* Begin 2nd change*********










4.2
Key Issue #2: Signalling overload due to running the primary authentication for Kaf refresh  

4.2.1
Issue details

The current 33.501[3]v17.3,0 doesn’t consider the scenario where the provisioned key KAF expires in trusted or untrusted AF for the AKMA usecase, then how to renew the keys. I.e., via primary authentication. It is  a leftover issue and is going to addressed in S3-220538 with following objectives. “ It is desirable for the HN to be able to trigger primary authentication. This study is proposed to investigate the support such a capability in 5GS. This study can provide home network control and address issues but not limit to , for example , UPU/SoR COUNT wrap around, refresh of KAUSF“. 

If AF is allowed to request the 5G core to perform primary reauthentication, then there may be multiple primary reauthentiations because of multiple AFs being involved with the UE. Multiple primary authentications may also result in an energy drain at the UEs.
And these multiple primary authentications obviously lead to signaling overhead and cause a refresh of the entire key hierarchy impacting both core and access security. The situation will be bad if the AUSF and the UDM handle the request for authentication every time, and it will be worse if more than one request is received in a very short period.
4.2.2
Security Threats

If the UDM or the AUSF handles the request for primary authentication every time without determining and if the more than one request is received in a very short of period, the signaling overhead inside 5GC may happen
4.2.3
Potential security requirements

The 5GS may reduce the impact on the signaling overhead when Home Network triggered authentication is supported.
4.X
Key Issue #X: <Key Issue Name>

4.X.1
Key issue details

4.X.2
Security threats

4.X.3
Potential security requirements

********* End of 2nd change*********
********* Begin 3rd change*********
5
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
5.1 Mapping of Solutions to Key Issues 

Table 5.0-1: Mapping table
	
	Key Issues

	Solutions
	X

	Y
	


5.Y
Solution #5: <Solution Name>

5.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

5.Y.2
Solution details

5.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6
Conclusions






Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

********* End of 3rd change*********
********* Begin 4th change*********
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