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1	Decision/action requested
Approve the new KI proposal to eNS3 TR33.886
2	References
[1]	23.700-41 Study on enhancement of network slicing; Phase 3
3	Rationale
The contribution proposes a new key issue to study security aspects related to Network Slice Admission control (NSAC). This is also a continuation of an inconclusive key issue in Rel-17 of TR33.874.  
4	Detailed proposal
pCR
***  BEGINNING OF 1st CHANGES  ***
[bookmark: scope][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071]5.X	Key Issue #X: network slice admission control (NSAC)
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc63690072]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc63690073]The network slice admission control (NSAC) issues were studied in Rel-17. It has been agreed in Rel-18 to enhance NSAC features with the following features:  
- improved network control of the UE behaviour
- support deploying multiple NSACF
In both cases, better UE admission control is aimed to match the allocated quota. However, potential issues of Denial of service (DoS) attacks to legitimate UEs when the additional features are added to the access control mechanism. The information of actual UE / PDU session usage by a slice, or misinformation provided by malicious UEs or mischievous NFs may not be reflected based on current solutions. For example, a NSACF in a VPLMN updating the number of registered UEs or PDU sessions independently may not provide trusted information to the home NSACF. Another example is when a UE not using a network slice is still counted against quota usage of S-NSSAIs where it is registered. It is notable that an attacker can use legitimate UEs to launch such attacks.
5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc63690074]If the NSAC procedure does not reflect the real situation of the slice usage, an attacker may launch a DoS attack to legitimate users.  The DoS may also happen inadvertently when many UEs do not use the slices registered. A DoS may also occur if an NSACF in a VPLMN updating the number of registered UEs or PDU sessions independently without providing trusted information to the home NSACF.
5.X.3	Potential security requirements
The 5G system should provide mechanisms to prevent DoS due to inconsistency between “slice registration” and “slice usage” by UE.
[bookmark: _GoBack]The 5G system should secure the NSAC procedure in support of multiple NSACF. 
	***	END OF 1st CHANGES	***
	


