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1
Decision/action requested

It is requested to approve the new solution for without primary authentication and RAND passing is via 5GC.
2
References

[x] 
3GPP TS 33.741 "Study on home network triggered primary authentication (HONTRA);". 

[y]          3GPP TS 33.535 “Authentication and Key Management for Applications(AKMA) based on 3GPP credentials in 5G System”.
[z]          3GPP TS 33.501: "Security architecture and procedures for 5G system".
3
Rationale
This contribution addresses the new solution for KI#2 in TR 33.741[x].

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.741[x].
**** START OF CHANGE ****
6.X
Solution #X: Kaf refresh without primary authentication and RAND passing is via 5GC 
6.X.1
Introduction

This solution addresses the KAF generation for the scenario when KAF has expired at the AF. Although AF may refresh the KAF via the Ua* protocol, not all Ua* protocols support KAF refresh. Therefore, the proposed solution provides an alternative way to refresh KAF. Because a KAF is unique to the AF, if KAF(x) expires at the AF(x), it should not affect the other AF(y) and KAF(y). This solution ensures generating new KAF without interrupting the communication between UE and other AFs.

Secondly, in this case, only KAF has expired but KAKMA is still valid. Therefore, the newly generated KAF' should use KAKMA (valid key), not the expired KAF.
6.X.2
Solution details
6.X.2.1
Procedure 
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Figure 6.X.2.1: Security procedure of KAF refresh
Steps 1 to 4 are the same as defined in TS 33.535[y] clause 6.1.

5. When UE tries to start a session with an AF, it sends an application session establishment request with A-KID towards the AF via the Ua* interface.

6. The AF finds out that the expiry time of the KAF has expired, therefore, the AF wants to renew KAF via 5GC.

7. The AF shall trigger Naanf_AKMA_ApplicationKey_Get request with A-KID, AF_ID, and Key Expiry Indication and Key Update Indication via 5GC. 

8. The AAnF retrieves the UE AKMA context according to the received A-KID. The AAnF generates a new RAND value(i.e. pseudorandom value). Then AAnF shall generate KAF' as defined in clause 6.X.2.2. Based on "Key Update Indication via 5GC", AAnF shall decide to update the RAND to UE via control plan message. The AAnF shall send a Nudm_ParameterProvision message with SUPI, AF_ID and  RAND to the UDM. The SBA interface between AAnF and UDM shall be confidentiality, integrity and replay protected.
9. The UDM decides to perform the UE Parameters Update (UPU) using the control plane procedure. As the final consumer of the UE parameters (e.g., the RAND) to be updated is the USIM, the UDM shall protect these parameters using a secured packet mechanism to update the parameters stored on the USIM. The UDM shall then prepare the UE Parameters Update Data (UPU Data) by including the parameters protected by the secured packet and send the UPUdata to UE as defined in TS 33.501[z] clause 6.15.2.1, step 2-9.

10. UDM shall send the response to AAnF.

11. The AAnF shall send the response to AF with the newly generated key KAF', expiry time, and SUPI.
12. The AF will reject the UE's access with the cause indicating that the KAF has expired as defined in TS 33.535[y] clause 6.4.2.
13. The UE uses the RAND value received in step 9 and shall generate KAF' as defined in clause 6.X.2.2. Then UE may retry connecting to the same AF. 
Note: In the case of untrusted AF, AF and AAnF communicate via NEF.

6.X.2.2
Derivation of KAF'
When deriving a KAF' from KAKMA, the following parameters shall be used to form the input S to the KDF:

-
FC = 0x82;

-
P0 =AF_ID;

-
L0 = length of AF_ID;

-
P1 =RAND;

-    L1 = length of RAND (i.e. 0x00  0x10);

The input key KEY shall be KAKMA. 

6.X.3
Solution Evaluation
This solution addresses KAF refresh without having to run a new primary authentication between UE and the network. 

AAnF impact: AAnF needs to generate a RAND to derive new KAF' when it receives the Naanf_AKMA_ApplicationKey_Get Request with key expiry indication from AF. AAnF also needs to trigger UDM to send RAND via UPU Protect procedure.
UDM impact: UDM needs to support RAND value as a part of UPUData.

UE impact: UE needs to compute a new KAF when it receives the RAND value as a part of UPU procedure.
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