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6.43
Solution #43: Improved LTE security mechanism for 5G ProSe restricted discovery to ensure source authentication in out of coverage use cases

6.43.1
Introduction

This solution focuses on Key Issue #1(Discovery message protection). This solution proposes to reuse the discovery security mechanism specified in TS 33.303[6] for 5G ProSe restricted discovery, as Solution #4 does, but enhanced to:

-
Ensure source authenticity in out of coverage use cases;
-
Remove the need of the core network having to verify the integrity of the announcing messages; and 

-
Improve the resilience against message modification and replay attacks.
The proposed enhancements are motivated by the fact that in TS 33.303/Solution #4 the integrity protection of the discovery messages over the PC5 interface requires a Discovery User Integrity Key (DUIK). This key is used to compute a Message Integrity Code (MIC). For instance, in model A, the MIC can be verified:

(1) at the receiving UE, e.g., the monitoring UE in Model A restricted discovery, if the UE has been supplied with the DUIK, or 

(2) at the HPLMN of M-UE DDNMF (Step 13, Figure 6.4.2.1-1) if this NF has been provided with the DUIK and match reports are used. 

In the first case, if the DUIK is supplied to a monitoring UE, the monitoring UE can verify the MIC itself. However, if multiple monitoring UEs receive the same DUIK, it is not feasible to guarantee integrity protection, replay protection and most importantly, source authenticity as required in KI#1, since any of those UEs might be malicious. If the ProSe Function has to check the MIC, the solution as described in TS 33.303/Solution#4 does not work when the remote UE is out of coverage.

6.43.2
Solution details

6.43.2.1
Underlying procedure
This solution complements the usage of the integrity key, the DUIK, with a Discovery User Integrity Hash Chain (DUIHC) for source authentication. The choice of using a solution based on hash chains for source authentication and not on digital signatures is motivated by: (1) bandwidth overhead, (2) CPU overhead, (3) interoperability with the existing LTE solution.

In the following, 

H1(input) = TRUNCb(Hash(Identifier | 1 | input)). 

Hj(input) denotes TRUNCb(Hash(Identifier | j | Hj-1(input))) 

Where,

“|” denotes concatenation, 

Hash(input) refers to the computation of hash function on a given input,

“Identifiers” include fixed provisioned parameters related to the announcing message, e.g., the relay service code of the announcing UE. Identifiers might also include a cryptographic salt. 
TRUNCb(A) is a function that returns b bits of input A, e.g., the b least significant bits of A.

Including "j" and "Identifiers" in the computation of Hj(input) makes the solution more resilient against pre-computation attacks.

The usage of TRUNCb(A) aims at being able to reduce the communication overhead.

With this, a DUIHC is obtained from a randomly generated seed S as:

  S ( H1(S) ( H2(S) ( H3(S)( …( HN-2(S) ( HN-1(S) ( HN(S)

Here, the arrow "(" indicates the direction when generating the hash chain links H1(S), H2(S),… of the hash chain. The last element, HN(S), is the anchor of this DUIHC. For instance, H1(S) = TRUNCb(Hash(Identifier | 1 | input = S)), H2(S) = TRUNCb(Hash(Identifier | 1 | input = H1(S))),...

An announcing UE is given the seed S of its DUIHC. All monitoring UEs are given the anchor of the DUIHC of the announcing UE. All the UEs, announcing and monitoring, are also given:

a reference time t0: the time when the announcing UE is supposed to start using the hash chain link, and

a timeslot duration tDelta: how long a link is valid.

N: the number of links of the DUIHC.

The number of slots and the timeslot duration determine how long the DUIHC remains valid and how long a UE can perform discovery (supporting source authentication) while being out of coverage. For instance, a hash chain with N=3600 and tDelta=1 second is valid for 1 hour starting at reference time t0 so that UEs configured with it can perform discovery (supporting source authentication) while in out of coverage and without requiring access to the core network

When an announcing UE wants to send an announcing message m at UTC time t, the announcing UE first computes the current timeslot j as j = CEIL(t – t0)/tDelta where CEIL(x) maps x to the least integer greater than or equal to x. This implies that the announcing UE has to use DUIHC link HN-j(S). Note that this requires that N-j > 0. 

The announcing UE uses HN-j(S) together with the DUIK to compute the final key (DHCUIK) used in the creation of the MIC of the message m. 

This key is denoted as Discovery Hash Chain User Integrity Key (DHCUIK) and is computed as:


DHCUIK = KDF(DUIK, HN-j(S))

The reason for including the DUIK in the derivation of the DUIKHCL is to: (1) provide interoperability with the existing TS 33.303 solution and (2) show that this solution is as secure as the existing one since the existing DUIK is used in the generation of the key that will be used in the MIC computation. 

The MIC of message m is denoted MICm and is computed as:


MICm = MIC(m, DHCUIK)

When the announcing UE broadcasts message m towards the monitoring UEs, the announcing UE includes the previously used DUIHC link, namely HN-j+1(S) and MICm:


Announcing UE ( Monitoring UE: m, HN-j+1(S), MICm 
(1) 
When a monitoring UE receives the above announcing message at time t, the monitoring UE first computes the timeslot j by taking as input the reference time t0 and the timeslot duration tDelta. Then, the monitoring device caches the received message till the next time slot j+1 to receive HN-j(S) in the following announcing message. With HN-j(S), the monitoring UE can check:

a)
 the validity of the MIC received in the previous message, and thus, the integrity of the message itself. This is done by recomputing DHCUIK and checking that the received MICm matches the computed MIC.

b)
the freshness and source authenticity of the message by checking that the received value of HN-j(S)) is correct. To this end, the monitoring UE uses as input the received anchor. 
If an announcing UE runs out of links in its DUIHC, the announcing UE has to protect the discovery message with the DUIK, and not with the DHCUIK. 
The monitoring UEs verify the anchor associated to the DUIHC of an announcing UE during provisioning of the discovery keys. This requires that the provisioning of the discovery keys is done in a secure way, in particular, in an integrity protected manner.
This approach requires each monitoring UE to be provisioned with the anchor of the hash chain associated to an announcing UE. This means that:

·  if an application involves M announcing UEs and L monitoring UEs and it is required to verify the source authenticity of those M announcing UEs, then each announcing UE has a different hash chain (seed), and each monitoring UE needs to be configured with M anchors, an anchor per announcing UE. 
· if an application involves M announcing UEs and L monitoring UEs and it is required to differentiate between announcing UEs and monitoring UEs, all M announcing UEs can be configured with a same hash chain seed and all monitoring UEs are configured with the corresponding anchor. 
The average computational overhead at the monitoring UE to verify the MIC of a discovery message is of N/2 hash evaluations, where N is the number of links of the DUIHC.

This approach requires that both announcing UEs and monitoring UEs are loosely UTC time synchronized. This assumption already applies to the LTE discovery solution. Under this assumption, an attacker cannot use the disclosed hash chain links to impersonate other UEs or modify the broadcasted discovery messages. An attacker can replay/forward messages but the attacker is not able to modify them.
Note 1:
Process for anchor verification might need further study.
Note 2:
Scalability in case of many announcing UE might need further study.
Note 3:
Computational overhead at the monitoring UE might need further study.
Note 4:
Replay attack might need further study.
6.43.2.2
Message flows for restricted discovery model A
Referring to clause 6.4.2.1 and Figure 6.4.2.1-1 (Solution #4 restricted discovery model A), the following changes are required to support use cases that require discovery of out of coverage UEs while ensuring source authentication.

Step 4: in addition to the received parameters, the announcing UE also needs to be provided in a secure way with at least a set of DUIHC parameters, i.e., the seed S of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration.

Step 10: in addition to the received parameters, the monitoring UE also needs to be provided in a secure way with at least a set of DUIHC parameters, i.e., the anchor of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration. 

Step 11 (Announce code): is modified to use links in the DUIHC when computing the broadcasted MIC as described in clause 6.4.2.1. The broadcasted message is as in (1) above.

Step 12 (Receive code): is modified to use the received anchor of the DUIHC to verify the source authenticity of the received message m. The received broadcast message is as in (1) above.

Steps 13 – 16 are not required to ensure source authenticity independently whether the monitoring UE is in coverage or out of coverage. 
Additionally:

If a monitoring UE detects a discovery message with a wrong MIC or DUIHC link, the monitoring UE can inform the HPLMN or M-UE DDNMF about the event. 

If an announcing UE is revoked, then the HPLMN or M-U DDNMF should inform the monitoring UEs that had expressed interest in being able to discover that announcing UE. 

The DUIHC anchor that a monitoring UE receives in Step 10 corresponds to the latest link or a recently disclosed link of the announcing UE DUIHC. 

6.43.2.3
Applicability to restricted discovery mode B
The approach described in clauses 6.43.2.1 and 6.43.2.2 can be applied to restricted discovery Mode B with minor modifications as follows: the discoveree UE in clause 6.4.2.2 should own a DUIHC (including the seed) so that it can generate a MIC in a similar way as described above. The discoverer UE in clause 6.4.2.2 should be configured in a secure way with the anchor of the DUIHC so that it can verify the integrity and source authenticity of the Response Code messages without requiring match reports.
If the discoverer UE has run out of links in its DUIHC, the discoverer UE can indicate this event to the discoveree UE when sending the Query Code. In this case, the discoveree UE sends the Response Code protected with the DUIK and not with the DHCUIK.  

6.43.2.4
Applicability to relay and group discovery 
The procedures are as the ones for Relay Discovery in 6.37.2.2 with the following extensions: In Steps 4 and 5 in 6.37.2.2, the 5G DDNMF or 5G PKMF might generate DUIHC parameters and provision a remote UE or a relay UE with the DUIHC parameters. In particular:

· a relay UE playing the role of announcing UE (Model A) or discoveree UE (Model B) might be provisioned with the seed S of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration.
· A remote UE playing the role of monitoring UE (Model A) or discoverer UE (Model B) might be provisioned with the anchor of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration.

Since a DUIHC has a finite lifetime, the 5G DDNMF or 5G PKMF might provision UEs with multiple sets of DUIHC parameters that can be used in the future. For instance, S sets of DUIHC parameters, each set of DUIHC parameters valid for T seconds and the starting time of set i being Ti = T + i*T. DUIHC parameters that have not expired can be used for discovery in out of coverage use cases. 
6.43.3
Evaluation

When devices are time synchronized, this solution:

•
provides source authentication,

•
supports integrity protection of the discovery message,

in a one-to-many communication setting even if the devices are out of coverage.

Scalability-wise, 

· If an application requires differentiating between sending UEs and receiving UEs, e.g., announcing UEs and monitoring UEs, to make sure, e.g., that monitoring UEs do not impersonate announcing UEs, then all sending UEs need to be configured with a same DUIHC seed and all receiving UEs can be configured with the same anchor of that DUIHC. 

· If an application requires that each sending UE, e.g., an announcing UE, is able to prove its source authenticity, then each sending UE needs to own a DUIHC. Each potential receiving UE, e.g., a monitoring UE, that has to be able to verify the source authenticity of an announcing UE has to be configured with the DUIHC anchor of that announcing UE. 

Computation-wise, each monitoring UE requires an average of N/2 hash operations per DUIHC to verify an incoming discovery message from a sending UE.



This solution requires caching the received message to verify its integrity, freshness and source authenticity.
Depending on the configuration, the devices might only be able to perform time-limited out of coverage discovery supporting source authenticity. This is determined by the number of hash chain anchors they have been provisioned with (while in coverage), the starting time t0 and duration N*tDelta associated to each of those hash chain anchors. Such constrained ability to function while out of coverage also limits the applicability of this solution for the use cases where the temporary support for out of coverage will be adequate.
Note 5:
Furthere evaluation might be required.
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