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1
Decision/action requested

Approve the proposed pCR as normative text to TS 33.558.
2
References

[1]
3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications"

[2]
3GPP TR 33.839: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC)"

3
Rationale

This document implements the working agreement on authentication between EEC and EES.
4
Detailed proposal

It is suggested to approve the following changes.
*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[4]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".

[5]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[6]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"

[8]
 Void
[9]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[10]
IETF RFC 8446: “The Transport Layer Security (TLS) Protocol Version 1.3".

[11]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[BB]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

[CC]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

*** End of 1st Change ***
*** Start of 2nd Change ***
6.2
Authentication and Authorization between EEC and EES


For authentication between EEC and EES, TLS authentication methods shall be used. Details of TLS authentication methods (e.g., client certificate, AKMA [BB], GBA [CC]) are out of scope of the current document. If the EEC sends the GPSI to the EES, then the EES shall also authenticate the GPSI. The details of how to authenticate the GPSI is out of scope of the current document.

For authorization of EEC by the EES, the EEC shall send the access token, if received from the ECS, to the EES and the EES shall authorize the EEC by using the token. Otherwise, the ECS shall authorize the EEC by its local authorization policy.

After successful authentication and authorization, the EES processes the request and sends the service response back to the EEC.
*** End of 2nd Change ***
