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1
Decision/action requested

It is proposed to endorse this discussion paper. 
2
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3
Rationale

3.1
Background

TS 33.501 [1], clause 5.9.2.3 states the following. 

5.9.2.3
NEF security requirements

The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. 

The interface between the NEF and the Application Function shall fulfil the following requirements:

-
Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.

-
Mutual authentication between the NEF and Application Function shall be supported.

-
Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.
-
SUPI shall not be sent outside the 3GPP operator domain by NEF.

The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions.
Moreover, TS 33.501 [1], clause 12.2 specifies the authentication and authorization aspects of the interface between an Application Function (AF) and the NEF and also states the term "3GPP operator domain". 
12.2
Mutual authentication

For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.

These instances of the term "3GPP operator domain" are the only ones in TS 33.501 [1]. In other words, the term "3GPP operator domain" is not defined. 
Looking into TS 23.501 [2], clause 4.2.3 the term "trust domain" is used in Figure 4.2.3-5 as shown below. The trust domain in Figure 4.2.3-5 is the same as the trust domain for the SCEF defined in TS 23.682 [3], clause 4.2 as follows.
...

The trust domain (see figure 4.2-2) cover entities that are protected by adequate network domain security. The entities and interfaces within the trust domain may all be within one operator's control, or some may be controlled by a trusted business partner which has a trust relationship with the operator e.g. another operator or a 3rd party. The security requirements for the trust domain are out of scope of this specification.
...

This definition of a trust domain in TS 23.501 [2] does not include any security requirements although the term "trust" is security related.
In TS 23.501 [2], Figure 4.2.3-5 shows that there two types of AFs, one type of AF which is outside the trust domain and one type of AF which is inside the trust domain. Both types of AFs access the internal NFs via the NEF. There is also another type of AF omitted in the figure which is an AF which can access the internal NFs directly via SBA. To our understanding in SA3 it is considered that the AFs interacting directly with internal NFs are "internal" and inside the "3GPP operator domain" and all other AFs are considered "external" and they interact with internal NFs via the NEF.
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Figure 4.2.3-5: Non-roaming architecture for Network Exposure Function in reference point representation

NOTE 1:
In figure 4.2.3-5, Trust domain for NEF is same as Trust domain for SCEF as defined in TS 23.682 [36].

NOTE 2:
In figure 4.2.3-5, 3GPP Interface represents southbound interfaces between NEF and 5GC Network Functions e.g. N29 interface between NEF and SMF, N30 interface between NEF and PCF, etc. All southbound interfaces from NEF are not shown for the sake of simplicity.
Observation 1: TS 33.501 [1] and TS 23.501 [2] use different terminology to define the boundaries of a domain either "3GPP operator" or "trust domain" and it is not clear if these terms are equivalent with respect to security. Moreover, clause TS 33.501 [1], 5.9.2.3 and 12.2 may imply that all AFs interfacing the NEF are considered "external" to the 3GPP operator domain and therefore the NEF shall not disclose any "internal" information such as S-NSSAIs, etc. 

3.2
Discussion

In the context of the study on enhanced security for Phase 2 network slicing, the TR 33.874 [4] includes solution #1 which, specifies the security of AF requesting slice statistics information from the NSACF (Network Slice Access Control Function) via NEF. Solution #1 differentiates between "trusted" and "untrusted" AFs. In the case of a "trusted" AF, the NEF could provide S-NSSAI information to the AF while the NEF is not allowed to do that for the case of an "untrusted" AF. As a result, Solution #1 in TR 33.874 [4] introduces one more case for the trust model for the AFs that interact with the NEF based on 4.15.1 and 4.15.3.2.10  of TS 23.502 which is not captured in TS 33.501 [1], i.e., the AF being "internal" (i.e., the AF and NEF could send internal 5G Core information such as S-NSSAI) but still interacting via the NEF. 

As a result, there needs to be an alignment between the "trusted" and "untrusted" terminology proposed in the solution #1 and the NEF requirements in TS 33.501 [1].
4
Detailed proposal

It is recommended to follow the proposals below when specifying the normative work for solution #1 in TR 33.874 [4]:
1)
Replacement of the term "a trusted AF" with the expression "an AF that resides inside the 3GPP operator domain" and replacement of the term "an untrusted AF" with the expression "an AF that resides outside the 3GPP operator domain". If the terms "trusted" and "untrusted" are to be used in for the normative work of solution #1, then TS 33.501 [1] clauses such as 5.9.2.3, 12, may need corrections. 

2)
Potential corrections of related TS 33.501 [1] clauses such as 5.9.2.3, 12, 4.1 would need to be considered in a later SA3 meeting. The potential corrections could include the introduction of the additional type of a trusted AF that resides in the 3GPP operator domain but interfaces with the NEF. Potential corrections may also include definitions of the terms "3GPP operator domain", "trusted AF", "untrusted AF". 
3)
SA3 in coordination with SA2 could work on a terminology alignment between the TS 33.501 [1] and TS 23.501 [2].

NEF
NEF
API 1
API 2
API 3
API n
...
NF1
NF2
NFn
TRUST DOMAIN
...
3GPP 
Interface
(See Note 2)
AF
AF
AF
N33
N33
3GPP 
Interface
(See Note 2)



