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1
Decision/action requested

This pCR provides an update to TS 33.256 Clause 5.2.1.3 and 5.4.2
2
References

[1]
3GPP TS 33.256, ‘Security aspects of Uncrewed Aerial Systems (UAS)’, Release 17.

3
Rationale

The RAN in 3GPP 5GS network currently applies user plane security based on UP security policy indicated by the SMF as described in TS 33.501 Clause 6.6 [1]. The SMF provides UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure and the UP security policy indicates whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The USS/UTM may or may not provide End-to-End security to the Uncrewed Aerial Systems (UAS) communication and it is not visible/known to the 5GS as it may be provided within the UUAA authorization payload. There are two issues with the current UP security enforcement related to the UAS services as follows.

1. If the UP security policy is set to any value other than ‘required’ for UP integrity and confidentiality, then it not sure that any PDU session related to UAS service will be mandatorily protected over 5G. Meanwhile as the USS/UTM will not be aware of 5GS UP security policy requirements, if the USS/UTM also doesn’t apply security to UAS data traffic then it can lead to potential compromise of UAS data which can have critical consequences.

2. If the USS/UTM applies End-to-End security for the UAS service application data, then applying an additional user plane security at the PDCP layer in 5GS can add complexity and delay to the time-sensitive application such as UAS service.

Any one of the following can be used to fix the observed issues:
(i) Either configure UP security policy as ‘required’ for UE’s with aerial subscription.

(ii) Provide visibility for 3GPP network if the USS will support a data security or not.
(iii) Allow 3GPP network and USS to co-ordinate on applying data security to UAS related data traffic.
This contribution adopted (iii) to enable more flexibility to the 3GPP network and the USS.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TS 33.256
*****Start of Change 1*****
5.2.1.3
UUAA Procedure during PDU Session Establishment

The SMF may trigger a UUAA procedure during the PDU session establishment procedure with details described below, which considers only the security related (see TS 23.256 [3] for full details of the flows).
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Editor's Note:
It is FFS, how the SMF during PDU session establishment knows that a UAV has been previously performed successful UUAA with the AMF during registration.

1. The SMF determines whether UUAA is required as described in the clause 5.2.1.1 and if the UUAA result is not received from the AMF, if the UE provides a CAA-Level UAV ID indicating UAS services and optionally the Aviation Payload if provided by the UE for USS to authenticate the UAV in the PDU Session Establishment request. The SMF triggers a UUAA procedure after the determination in step 7 in the clause 5.2.1.1. 

2. The SMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSIthe CAA-Level UAV ID, external user plane security policy, and the transparent container if provided by the UE. The SMF may include other information in the request as in TS 23.256 [3]. The SMF includes external user plane security policy based on local configurations related to user plane security and user plane security policy retrieved from the UDM.
The SMF sets the external user plane security policy as ‘Required or Supported’ if the user plane security policy retrieved from the UDM is set as ‘Required’. Alternatively, the SMF sets the external user plane security policy as ‘Not needed or Preferred’ similar to the received user plane security policy from the UDM.
3. The UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address. Only authorised USS shall be used in order to ensure only legitimate entities can provide authorisation for UAVs. The UAS NF sends an Authentication Request to the USS which includes the GPSI, the CAA-Level UAV ID, user plane security policy, the UAS NF Routing information (e.g., a FQDN or IP address) which uniquely identifies the NF located in the 3GPP network that handles the UAV related messages exchanges with the corresponding external USS/UTM, and the transparent container. Other information may also be included in this message (see TS 23.256 [3]).

4. The USS and the UE exchange multiple Authentication messages:

NOTE: Multiple round-trip messages (4a to 4f) may be needed as required by the authentication method used by the USS. The method used to authenticate the UE (e.g. whether over EAP or not) and the content of Authentication Messages (e.g. EAP packets) to support that method are out of scope of 3GPP. The USS determines the authentication method used.

4a. The USS replies to UAS NF with the Authentication Response message. It shall include the GPSI, a transparent container composed of an authentication message. 

4b. The UAS NF sends the transparent container to the SMF. 

4c. The SMF forwards the transparent container to the AMF, which then forwards to the UE over a NAS MM transport message. 

4d. The UE responses the AMF with an Authentication message embedded in a transparent container over a NAS MM transport message. The AMF forwards to the SMF. 

4e. The SMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID, and the transparent container provided by the UE.

4f. The UAS NF sends an Authentication Request to the USS. The Authentication Request shall include the GPSI, the CAA-Level UAV ID and the transparent container.

NOTE: Multiple round-trip messages (4a to 4f) may be needed as required by the authentication method used by USS. The method used to authenticate the UE and the content of Authentication Messages are out of scope of 3GPP.

5. The USS sends the UAS NF an Authentication Response message. The Authentication Response shall include the GPSI, the UUAA result (success/failure), the authorized CAA-level UAV ID, session security requirement information, and a UUAA Authorization Payload that contains UAS security information if the USS has such information to send to the UAV. 
The USS sets the session security requirement information as ‘Required’ if it receives external user plane security policy as ‘supported or Required’ and if the USS determines not to apply end-to-end security. Alternatively, the USS sets the session security requirement information as ‘Not Required’ if it receives external user plane security policy as ‘Not needed or Preferred’ and if the USS determines to apply end-to-end security.
NOTE: The content of security information (e.g., key material to help establish security between UAV and USS/UTM) is not in 3GPP scope.

Editor's Note:
Sending the Authentication Response message also allows UAS-NF to identify the USS, e.g. through sending the USS identifier in the Authentication Response message or based on other identification information exchanged through the interface between UAS NF and USS. Whether the identifier of the USS is sent will depend on the security solution chosen for the UAS NF to USS interface which is FFS.

If UUAA successful, the UAS NF stores the UAV UEs’ UUAA context, including the GPSI, USS Identifier (and the binding with the GPSI) and the CAA-level UAV ID (and the binding with the GPSI). 

6. The UAS NF sends the SMF an Authentication Response message, including the GPSI, the UUAA result (success/failure), the authorized CAA-level UAV ID, session security requirement information, and the UUAA Authorization Payload received in step 5.  The session security requirement information informs 5GS (i.e., SMF), whether a user plane security (i.e., Confidentiality and integrity) need to be applied (i.e., Required) by the 5G system or not (i.e., Not Required). 
The SMF stores the results and session security requirement information, together with the GPSI and the CAA-level UAV ID. The SMF sets the user plane security enforcement information based on the session security requirement information provided by the USS/UTM.
7. The SMF sends the UUAA result (success/failure), and the UUAA Authorization Payload received in step 5 to the UE. The message(s) used in step 7 and any further actions the UE and SMF take are given in TS 23.256 [3].

8. The UE on receiving the UUAA result as success, shall store the authorization information if received such as, CAA-level UAV ID, and UAS Security information.

Editor's Note:
It is FFS whether the inclusion of CAA level ID in step 6 and its storage at step 7 align with TS 23.256. As they were added for alignment purposes only, no action on this functionality is needed in stage 3 until this EN is resolved.
*****End of Change 1*****
*****Start of Change 2*****
5.4.2

UAV pairing Authorization with UAVC in 5GS  

Pairing authorization may be performed during a PDU Session Establishment after a successful UAA between the UAV and the USS/UTM. 

UAV pairing authorization during the PDU session establishment procedure is described as follows. Full details of the procedures are given in TS 23.256 [3].
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Figure 5.4.2-1: UAV pairing authorization during PDU Session Establishment

1. When the UAV needs a new dedicated PDU session for connectivity to the UAV-C, the UE initiates a PDU Session establishment procedure.  The UE shall include the following IEs in the PDU session establishment/modification request: a CAA-Level UAV ID, a DNN/S-NSSAI implying dedicated connectivity to UAV-C, and UAV pairing information, which includes any needed authorization information, if available. 

The pairing information includes the CAA-level UAV IDs of the requesting UAV and identification information of UAV-C to pair. The USS may also use its locally configured pairing information for UAV and UAV-C pairing authorization which takes precedence over UAV provided pairing information. 

NOTE: The integrity protection of pairing information is recommended. It is performed by the USS, and is not in scope of 3GPP system. 

2. The SMF determines whether the UAV pairing authorization is required based on UAV’s aerial subscription, presence of CAA-Level UAV ID, and DNN/S-NSSAI indicating the UAV service, as step 7 in clause 5.2.1.1.

The SMF invokes the authorization procedure with the USS via UAS-NF. The USS will perform C2 authorization taking account of the included pairing information, which includes any needed authorization information, if available, the CAA-Level UAV ID,GPSI and external user plane security policy (as described in clause 5.2.1.3 etc.

The USS informs the SMF via the UAS NF of the authorization results and session security requirement information. The authorization information includes the IP address of the UAV-C and a C2 Aviation Payload that contains C2 session security information if the USS has such information to send. The content of C2 session security information (e.g., key material to help establish security between the UAV and UAV-C) is not in 3GPP scope. The other information contained in this message is given in TS 23.256 [3].

3. The SMF informs the UE the paring authorization result in the PDU Session Accept message, which includes a new CAA-level UAV ID. The UE shall store the Pairing authorization result and authorization information. The SMF sets the user plane security enforcement information for the C2 based on the session security requirement information provided by the USS.
The PDU Session establishment continues and completes as described in TS 23.256 [3]. 

The UAV pairing authorization can be revoked by the USS at any time. 

Besides, the paired UAV-C can be replaced by a new UAV-C by the USS at any time. 


*****End of Change 2*****
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