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[bookmark: _Toc90902423][bookmark: _Toc90904992]
************* START OF CHANGES
4.2	Background information to existing work
Privacy is one aspect for which user consent is needed. Privacy aspect has already been studied in detail in TR 33.849 [3], which provides privacy principles that need to be followed in 3GPP when designing new systems, security architectures and protocols. Parts of TR 33.849 [3] are related to user consent and can be taken into account in the present document.
[bookmark: OLE_LINK91]In clause 6.5 of TR 33.849 [3], user consent is introduced as one of the threat mitigation approaches to mitigate the privacy risk, and gives a brief introduction on how explicit user consent can be collected.
In clause 5.3.4 of TR 33.849 [3], conditions which user consent is required for personal information disclosure is defined as: "Personal data disclosure with the purpose to accomplish a certain application/service needs to be under user's consent, unless the disclosure is performed in the legitimate interest of the data subject, e.g. providing a service."
In Annex B of TR 33.849 [3], some regulations related to privacy are introduced.
However, with evolution of 3GPP network, more and more 3GPP services are introduced. Some services can require personal identification information (PII), thus, the identification of target usage case for user consent is necessary.
For different use case, the PII is identified by different identities, e.g., some of them is identified by subscriber ID, i.e., SUPI, and some of them is identified by user IDs. Thus, it is necessary that the source of user consent is identified case by case.
However, as mentioned before, privacy is only one of the drivers for user consent. User consent can also be given or prohibited for non PII.
[bookmark: _Hlk94802806]In summary, different use cases need different solutions for authorization based on user consent. Security issues of how user consent is exchanged among NFs in the network and how they are handled and respected by various features specified by 3GPP will be considered in the present document.

************* NEXT CHANGE
[bookmark: _Toc90902444][bookmark: _Toc90905013]6.3.1	IntroductionKey issue details
UDR (via UDM services) holds the user consent for user related data which is provisioned by MNO as a user subscription information. A service provider (external to MNO domain) can use Nnef_parameterProvision_Update service to update or to revoke the user consent to the UDM/UDR (when applicable).
In some regulatory domains, there exists a "right to be forgotten". In these domains, modification or revocation of user consent may require the data controller to delete the data for which prior user consent was given.

************* NEXT CHANGE
[bookmark: _Toc90902449][bookmark: _Toc90905018]6.4.2	Security Threatsthreats
Not applicable.

************* NEXT CHANGE
[bookmark: _Toc90902450][bookmark: _Toc90905019]6.4.3	Potential Requirementssecurity requirements
Not applicable



************* NEXT CHANGE
[bookmark: _Toc90902457][bookmark: _Toc90905026]7.0	Mapping of solutions to key issues
Table 7.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	1
	2
	3

	#1: User Consent for Exposure of information to Edge Applications in Real Time
	[bookmark: OLE_LINK30][bookmark: OLE_LINK33]X
	
	

	#2: User Consent for UE Related Analytics of NWDAF
	
	X
	

	#3: User Consent for UE Related Analytics of NWDAF
	
	X
	

	#4: Check of User Consent for 3GPP Service Exposure
	X
	
	

	#5: Privacy preservation of transmitted data
	
	X
	

	#6: Revocation for user consent
	
	
	X

	#7: Retrieving User’s consent for exposure of information to the Edge Applications from UDM
	X 
	
	





************* NEXT CHANGE
[bookmark: _Toc90902483][bookmark: _Toc90905052]7.5.1	IntroductionSolution overview
This solution addresses key issue #2.
During the transfer of data/metadata/analytics-output from one NWDAF to another NWDAF, it should be ensured that any information that can reveal the identity of the user or compromise in another way the privacy of the user is protected.
Therefore, appropriate measures should be taken by the sender NWDAF to protect any information that can hamper privacy and maybe reveal the identity of the user. Some of the examples are positioning information, user profile information, etc. This information should be processed/filtered by a NWDAF before sending the data to another NWDAF.
Thus, the privacy-sensitive information has to be protected (in accordance with the regulatory requirements and the operator's policies) before being transferred to any other NWDAF.

************* NEXT CHANGE
[bookmark: _Toc90902485][bookmark: _Toc90905054]7.5.3	Solution Eevaluation
No evaluation is addressed in the present document.

************* NEXT CHANGE
[bookmark: _Toc90902491][bookmark: _Toc90905060]7.7.1	IntroductionSolution overview
This solution addresses the security requirement on user's consent for exposure of information to Edge Applications in key issue #6.1.
For the use case of user consent of Edge applications, the Edge Enabler server is the enforcing entity which retrieves the user consent from the UDM using the subscription ID of the UE or the Application ID. 

************* NEXT CHANGE
[bookmark: _Toc90902493][bookmark: _Toc90905062]7.7.3	Solution Eevaluation
This solution proposes that the user consent is stored at the UDM as a part of subscription data. If the EES is within trusted domain, this solution supports a mechanism for the EES to retrieve the user consent directly from the UDM using the Application ID and based on the consent, the EES decides whether the user's sensitive information needs to be shared with the requesting entities or not. If EES is not within the trusted domain utilizing 5G services via NEF, then the NEF can retrieve the user consent from the UDM. As per the solution, the consent checking is transparent to the UDM.

************* NEXT CHANGE
[bookmark: _Toc90902497][bookmark: _Toc94803214][bookmark: _Toc94803308]8.3	Conclusion for Key Issue on KI#3: Modification or revocation of user consent
The following specific aspects for use case#1 (NWDAF) are concluded for normative work:
-	NWDAF subscribes the service for notification of revocation of user consent if the NWDAF processes data subject to user consent, and is notified if user consent is changed.
-	If user consent is revoked, the NWDAF halts analysing and collecting of data subject to the user consent. Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
-	If user consent is revoked, the NWDAF notifies NF service consumers to halt processing of data subject to the user consent.
NOTE 1:	 This architecture only works when NWDAF and data provider are operated by the same entity. 
The following specific aspects for use case#2 (MEC) are concluded for normative work:
If EES is within the trusted domain utilizing 5GC services without NEF, the EES acts as the consent enforcing entity. Otherwise, if the EES is not within the trusted domain utilizing 5GC services via NEF, the NEF acts as the consent enforcing entity. The enforcing entity (EES or NEF) behaves as below:
-	If the enforcing entity shares data subject to user consent, the enforcing entity ubscribes the service for notification of revocation of user consent, and is notified if user consent is changed.
-	If user consent is revoked, the enforcing entity notifies other consumer network entities to halt processing of data subject to the user consent.
-	Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
NOTE 2:	 This architecture only works when EES or NEF and data provider are operated by the same entity.

************* END OF CHANGES
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