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Decision/action requested

Discussion on security of SEAL interfaces.
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Rationale

This discussion paper revisits the security mechanisms specified for SEAL interfaces, point outs some misalignments between TS 33.434 and TS 23.434/TS 29.549 and proposes some changes.
The observations are given in the below subclauses by collecting interfaces into three sets: 

1. Interfaces related to northbound API exposure by SEAL servers to VAL servers (SEAL-S, KM-S)
2. Interfaces between SEAL clients and SEAL servers (SEAL-UU, IM-UU, KM-UU)
3. Interfaces between VAL clients and VAL servers (VAL-UU)
3.1 Interfaces related to northbound API exposure by SEAL servers to VAL servers 

Observation #1: First, it should be noted that SEAL-S is the general name for the reference points between SEAL servers and VAL servers. For instance, KM-S reference point (between Key Management server and VAL server) is an example of SEAL-S. 

According to TS 33.434 [1], current security mechanism for SEAL-S reference point uses NDS/IP specified in TS 33.210 [2] and there is no clear specification for KM-S reference point security. We can implicitly extract the information, from the below text, that HTTP over TLS usage is specified for KM-S.

5.1.1.4
KM-UU and KM-S

The KM-UU and the KM-S are direct HTTP connections between the Key Management Server and Key Management Client and shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
It is not clear whether use of NDS/IP for SEAL-S is a misspecification considering that KM-S doesn’t use NDS/IP.
Misalignment #1:  While SEAL-S and KM-S are same reference points (KM-S is an example of SEAL-S), different security mechanisms are specified in TS 33.434.

Proposal #1: Security mechanisms for SEAL-S and KM-S should be aligned starting from Rel-16. This proposal is captured in S3-220347 and S3-220348. Also, removal of NDS/IP from SEAL-S security should be discussed. 
Observation #2: CAPIF usage has been specified for SEAL-S in TS 23.434 [5] and TS 29.549 [6]. In TS 33.434 the only security mechanism for SEAL-S is NDS/IP.

Misalignment #2:  There is a misalignment for SEAL-S security between SA3 TS 33.434 and the other TSes (TS 23.434 and TS 29.549).

Proposal #2: CAPIF security mechanism should be added for SEAL-S and KM-S starting from Rel-16. This proposal is captured in S3-220347 and S3-220348.
Observation #3: SEAL server and key management server expose northbound APIs (via SEAL-S and KM-S) from the SEAL point of view, like expose of northbound APIs by NEF for AFs. For NEF-AF interface, use of mutual TLS and OAuth protocols and if applicable use of CAPIF security mechanism (TS 33.122 [3]) are specified in Clause 12 of TS 33.501 [4]. It seems that 3GPP defines different security mechanisms for similar type of interfaces.

Improvement point #3: A security mechanism similar to NEF-AF interface can be introduced for SEAL-S and KM-S reference points.
Proposal #3: A mechanism like NEF-AF security mechanism should be specified for SEAL-S and KM-S in Rel-17. This proposal is captured in S3-220341.
3.2 Interfaces between SEAL clients and SEAL servers 
Observation #4: First, it should be noted that SEAL-UU is the general name for the reference points between SEAL clients and SEAL servers. For instance, IM-UU reference point (between Identity Management client and Identity Management server) and KM-UU (between Key Management client and Key Management server) are examples of SEAL-UU.

For SEAL-UU reference point, use of NDS/IP is specified is TS 33.434. However, one end point in this interface is the client running on a UE. Also, for the KM-UU reference point, which can be considered as a SEAL-UU reference point, use of HTTP over TLS has been specified. 
Misalignment #4: There is a misalignment between security specifications of UU reference points in TS 33.434. Also, it seems that use of NDS/IP is a misspecification because one end point in SEAL-UU is a client running on a UE.
Proposal #4: All UU reference points should be aligned and the security mechanisms for SEAL-UU should be changed to use HTTP over TLS instead of NDS/IP starting from Rel-16. This proposal is captured in S3-220349 and S3-220350.
3.3 Interfaces between VAL clients and VAL servers
Observation #5: VAL-UU reference point is stated as out of scope in SA6 TS 23.434 [5] but security mechanism in TS 33.434 [1] has been specified.
Misalignment #4: There is a misalignment about the scope for VAL-UU between SA3 TS 33.434 and SA6 TS 23.434. 
Proposal #4: The security mechanism for VAL-UU should be made “out of scope” of 3GPP starting from Rel-16. This proposal is captured in S3-220349 and S3-220350.
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Detailed proposal

It is proposed to approve the contributions S3-220347, S3-220348, S3-220341, S3-220349, S3-220350 because of the reasons explained above. Also, it is proposed to discuss whether NDS/IP should be removed from SEAL-S. Backward compatibility issues need to be considered.
