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1	Decision/action requested
This contribution proposes to update the text in clause 6.1.3.2.3 in TS 33.503.
2	References
[1]	TS 33.503: “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)”
3	Rationale
According to the current integrity protection mechanism defined in TS 33.503, only the Message Type and the ProSe Application Code are taken as input parameters when calculating the MIC value. Therefore, other parameters such as Announcer info and Relay service code in UE-to-network relay discovery are not integrity protected. To address this issue, we propose to integrity protect the whole discovery message with the following modifications in subclause 6.1.3.2.3 and A.xx:
· MIC is calculated based on the following inputs:
· FC = 0xYY.
· P0 = Message Type.
· L0 = length of above.
· P1 = UTC-based counter associated with the discovery slot.
· L1 = length of above.
· P2 = discovery message excluding the Message Type and UTC-based counter LSB.
· L2 = length of above.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the ProSe TS.

***** START OF 1st CHANGES *****
[bookmark: _Toc88556937][bookmark: _Toc88560025][bookmark: _Toc88814986][bookmark: _Hlk85468358][bookmark: _Toc3801080][bookmark: _Toc3801180][bookmark: _Toc3801281][bookmark: _Toc8390211][bookmark: _Toc8587950][bookmark: _Toc12624264][bookmark: _Toc12624413][bookmark: _Toc18164280]6.1.3.2.3	Protection of the discovery messages over the PC5 interface
There are three types of security that are used to protect the restricted discovery messages over the PC5 interface: integrity protection, scrambling protection, and message-specific confidentiality which are defined in clause 6.1.3.4.3 in TS 33.303 [4]. The protection mechanisms specified in TS 33.303 are resused with the following changes:
· Input parameters to integrity protection algorithm as specified in A.xx.
Editor’s Note: it is for ffs whether security algorithms and/or process in clause 6.1.3.4.3 TS 33.303 [4] can be applied without modification given the potentially different size of the discovery message in 5G ProSe.
***** END OF 1st CHANGES *****
***** START OF 2nd CHANGES *****
[bookmark: _Toc454463021]A.xx	Calculation of the MIC value
When calculating a MIC using the Discovery Key for open discovery or the DUIK for restricted discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [8]:
[bookmark: _Hlk94277214]-	FC = 0xYY.
-    P0 = Message Type (see TS 24.554).
-	L0 = length of above (i.e. 0x00 0x01). 
-	P1 = UTC-based counter associated with the discovery slot.
-	L1 = length of above (i.e. 0x00 0x04).
-	P2 = discovery message excluding the Message Type and UTC-based counter LSB.
-	L2 = length of above.
The MIC is set to the 32 least significant bits of the output of the KDF.
The Discovery Key, DUIK, Time parameter and discovery message follow the encoding also specified in Annex B of TS 33.220 [8].
***** END OF 2nd CHANGES *****



